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Overview 

VidyoReplay enables you to record, webcast, store, catalog, and playback VidyoConferencesTM. 

Your users can record VidyoConferences and start live webcasts of conferences in progress that can be 

viewed by other people in your organization as well as the general public. All webcasts are also 

automatically recorded and stored in the VidyoReplay Library. After the recording of your webcast is 

complete, you can share it by emailing a link to it. 

 

Once you install and configure your VidyoReplay server, the look of the HTML-based Control Meeting 

screen changes to include Record and Go to Library buttons in the following locations: 
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The following sections cover VidyoReplay Specifications, Configuring Your Server, Setting Up 

VidyoReplay Accounts on Your VidyoPortal, and Accessing System Settings and Configuring Your 

System. 

For information about using the VidyoReplay Library and Manager to view recordings and webcasts, 

see 6. Understanding VidyoReplay Library and Manager Access Levels. 

Conventions Used in This Guide 

Â Items marked with Tip indicate that the information is useful and practical. 

Â Items marked with Note indicate that the information deserves special attention. 

Â Items marked with Caution indicate that not following the information provided may result in 

unwanted or undesirable outcomes.  

Â Text you type into an on-screen field or a browser address bar displays in a bold Courier font. 

Variables are shown in blue, surrounded by brackets: 

http://[ IP or FQDN address ]  

Â Cross-references to pages are shown in bold blue. 

Â Navigational paths are delimited with greater-than symbols. 

Click Settings > Options.
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1. VidyoReplay Specifications 

VidyoReplay Specifications 

The VidyoReplay component is a rack-mountable 1U server providing conference, webcast, record, and 

playback capabilities to the Vidyo network. 

For more information, refer to the VidyoConferencing Administrator Guide and the latest release notes 

article: VidyoReplay: Releases.  

The current VidyoReplay looks like the following: 

 

 

 

https://support.vidyocloud.com/hc/en-us/articles/115003844233-VidyoConferencing-VidyoPortal-and-VidyoRouter-Administrator-Guides
https://support.vidyocloud.com/hc/en-us/articles/360025437974-VidyoReplay-Releases
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2. Understanding the VidyoReplay 

Configuration Procedure 

The overall procedure for configuring your VidyoReplay requires cumulative steps performed on both 

the VidyoPortal and the VidyoReplay as described in the following procedures. Complete all of the 

following steps on your VidyoReplay and VidyoPortal in the order that they display. 

Note   If you are clustering VidyoReplays, perform the entire procedure for each VidyoReplay in your 
cluster. 

Making Configurations on Your VidyoReplay 

To make configurations on your VidyoReplay: 

1. Configure your network interface settings in the VidyoReplay System Console. The following 

criteria should be met: 

a. Set your primary network interface (ETH0) and, if you are configuring a NAS, your secondary 

network interface (ETH1) with IP addresses. 

b. Rack your machine properly. 

c. Successfully Ping your server before proceeding. 

For more information, see Error! Reference source not found.. 

2. Secure your VidyoReplay server (if applicable). 

For more information, see Securing Your VidyoReplay System with SSL and HTTPS. 

3. Register your VidyoReplay to your VidyoPortal by entering your VidyoPortal address in your 

VidyoReplay. 

For more information, see Configuring the General Settings. 
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Making Configurations on Your VidyoPortal for Your 

VidyoReplay 

To make configurations on your VidyoPortal for your VidyoReplay: 

1. Add the VidyoReplay as a component on your VidyoPortal. 

Note   If you are performing an initial VidyoReplay setup, both the VidyoReplay Recorder and 
VidyoReplay must be added as components in your VidyoConferencing system. For more 
information, refer to Ȱ!ÄÄÉÎÇ Á 6ÉÄÙÏ2ÅÐÌÁÙ 2ÅÃÏÒÄÅÒ ÔÏ 9ÏÕÒ 6ÉÄÙÏ0ÏÒÔÁÌȱ ÁÎÄ Ȱ!ÄÄÉÎÇ Á 
VidÙÏ2ÅÐÌÁÙ ÔÏ 9ÏÕÒ 6ÉÄÙÏ0ÏÒÔÁÌȱ sections in the VidyoConferencing Administrator Guide. 
 
When clustering VidyoReplay servers, your username and password must be the same on each 
VidyoReplay Recorder and VidyoReplay in your system. For more information, see Configuring 
the General Settings. 

2. Assign the VidyoReplay Recorder and VidyoReplay components to a tenant. If you are running 

a multi-tenant system, assign them to the appropriate tenants. 

For more information, refer to the Ȱ-ÁËÉÎÇ ÔÈÅ 6ÉÄÙÏ2ÅÐÌÁÙ #ÏÍÐÏÎÅÎÔÓ !ÖÁÉÌÁÂÌÅȱ ÉÎ ÔÈÅ 

VidyoConferencing Administrator Guide. 

3. Configure groups on your tenant to use your VidyoReplay Recorder and VidyoReplay 

components. 

For more information, refer to the Ȱ#ÏÎÆÉÇÕÒÉÎÇ Á 'ÒÏÕÐ ÆÏÒ 6ÉÄÙÏ2ÅÐÌÁÙ 2ÅÃÏÒÄÅÒ ÁÎÄ 

6ÉÄÙÏ2ÅÐÌÁÙ 5ÓÅȱ ÉÎ ÔÈÅ VidyoConferencing Administrator Guide. 

Note   After making these configurations, you can then configure your NAS and/or Clusters on your 
VidyoReplay, if applicable. For more information, see Understanding NAS Guidelines for Your 
VidyoReplay and Understanding VidyoReplay Clusters. 
 
9ÏÕ ÃÁÎ ÁÌÓÏ ÃÕÓÔÏÍÉÚÅ ÙÏÕÒ 7ÅÂÃÁÓÔ ÉÎÖÉÔÁÔÉÏÎÓȢ &ÏÒ ÍÏÒÅ ÉÎÆÏÒÍÁÔÉÏÎȟ ÓÅÅ Ȱ#ÕÓÔÏÍÉÚÉÎÇ ÔÈÅ 
)ÎÖÉÔÅ 4ÅØÔȱ ÉÎ ÔÈÅ VidyoConferencing Administrator Guide. 

 

https://support.vidyocloud.com/hc/en-us/articles/115003844233-VidyoConferencing-VidyoPortal-and-VidyoRouter-Administrator-Guides
https://support.vidyocloud.com/hc/en-us/articles/115003844233-VidyoConferencing-VidyoPortal-and-VidyoRouter-Administrator-Guides
https://support.vidyocloud.com/hc/en-us/articles/115003844233-VidyoConferencing-VidyoPortal-and-VidyoRouter-Administrator-Guides
https://support.vidyocloud.com/hc/en-us/articles/115003844233-VidyoConferencing-VidyoPortal-and-VidyoRouter-Administrator-Guides
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3. Configuring Your Server with  the 

System Console 

The Vidyo System Console offers the same functionality as it always has and in VidyoReplay version 

19.1.0 there is a whole new look and feel, so you can now more easily and quickly access all the features 

ȅƻǳΩǾŜ ŎƻƳŜ ǘƻ ŜȄǇŜŎǘ.  

Also, instead of migrating recordings from the System Console, you can now simply go to the Settings > 

General tab on the VidyoReplay Super Admin interface and click the Migrate NAS button to migrate 

your recordings.  For more information, see Configuring the General Settings.  

Immediately after you have physically installed your Vidyo server as described in the Vidyo Server 

Installation Guide, you must configure your VidyoReplay as described in this chapter. 

For more information about installing the Vidyo server and for Vidyo server specifications, refer to the  

VidyoConferencing Administrator Guide and the latest release notes article: VidyoReplay: Releases.    

As you begin the configuration, keep the following deployment guidelines in mind: 

Â For security reasons, Vidyo strongly recommends moving your SSH port to the standard 22 which is 

in the privileged port range. When upgrading from VidyoReplay version 3.1.5 to 19.1.0, your port 

will be automatically reset to the standard SSH port 22. If you previously had SSH configured to 

port 2222, you should ensure that you update your firewall rules (if applicable) prior to upgrade.  In 

addition, Vidyo Customer Support may request access to your Vidyo server over this same port in 

order to assist in troubleshooting any of your customer issues 

Â When setting up your Vidyo server, always be sure to configure your firewall to only permit SSH 

access from authorized networks and users. You can restrict Vidyo Customer Support SSH access 

by configuring your firewall or contact Vidyo Customer Support for other options. 

Â Restrict access to your VidyoReplay Admin portal by performing one of the following: 

Ä Block HTTP/HTTPS access from untrusted networks including the Internet. 

Â Change your VidyoReplay System Administrator Console default password. This must be changed 

after the first log in. For more information, see the following procedure. 

Â Configure the network settings at the System Console. You can view the settings (read-only) in the 

VidyoReplay Admin Pages. 

Note   The screenshots in this section show the System Admin Console (also known as the Shell menu) 
as seen after logging in via the terminal. The menu may look slightly different depending on 
how you connect and what tool you use for your connection. 

https://support.vidyocloud.com/hc/en-us/articles/115003844233-VidyoConferencing-VidyoPortal-and-VidyoRouter-Administrator-Guides
https://support.vidyocloud.com/hc/en-us/articles/360025437974-VidyoReplay-Releases
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Logging in to the System Console and Changing the Default 

Password 

The very first time you log into your VidyoReplay server, you are required to change the default System 

Console password to one that is more secure. This System Console account is also the same one used 

when accessing the VidyoReplay Admin Portal. 

To log in to the System Console (also referred to as the Admin Console) and change the default 

password: 

1. Connect a keyboard and a VGA display directly to your server. 

2. Log in using the default Administrator account: 

User Name: admin 

Password: password  (case sensitive) 

3. Enter admin ÁÔ ÔÈÅ ȰÌÏÇÉÎȱ ÐÒÏÍÐÔȢ 

4. Enter password  ÁÔ ÔÈÅ Ȱ(current) UNIX Passwordȱ ÐÒÏÍÐÔȢ 

4ÈÅ ÐÁÓÓ×ÏÒÄ ÉÓ ÃÁÓÅ ÓÅÎÓÉÔÉÖÅȢ 9ÏÕȭÌÌ ÂÅ ÐÒÏÍÐÔÅÄ ÔÏ ÅÎÔÅÒ Á ÎÅ× ÐÁÓÓ×ÏÒÄ ÁÎÄ ÁÓËÅÄ ÔÏ ÅÎÔÅÒ 

it again. 

 

5. Type a new password ÁÔ ÔÈÅ Ȱ0ÁÓÓ×ÏÒÄȱ ÐÒÏÍÐÔȢ 

When selecting a new password, follow these guidelines: 

Â The password should not be too similar to the old password. 

The default setting is at least three characters and should be different from the old password. 

Â The password should not be too simple or too short. 

The algorithm here is a point system to satisfy the min password length (the default is length 

eight characters). The password gets extra points if it contains a number, upper case, lower 

case, or special character. Each point is equivalent to one character. 

Â The password should not be a case change only of the old password or should not be the 

reverse of the old password. 

6. Type your new password again ÁÔ ÔÈÅ ȰRetype new 5.)8 ÐÁÓÓ×ÏÒÄȱ ÐÒÏÍÐÔȢ 
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)Æ ÔÈÅ ÐÁÓÓ×ÏÒÄÓ ÄÏÎȭÔ ÍÁÔÃÈȟ ÙÏÕȭÌÌ ÂÅ ÐÒÏÍÐÔÅÄ ÔÏ ÔÒÙ ÁÇÁÉÎȢ )Æ ÔÈÅ ÐÁÓÓ×ÏÒÄÓ ÍÁÔÃÈȟ ÔÈÅ 

System Console Main Menu opens immediately. 

 

Note   If you need to reset the password, see Changing User Passwords. 

Viewing Application and System Information 

You can use the System Console to view which Vidyo applications and versions you have as well as to 

view the system time and disk space. 

Viewing Application Information 

To view application information: 

1. Log in to the System Console. 

For more information, see Logging in to the System Console and Changing the Default 

Password. 
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The Main Menu displays. 

 

2. Enter 0 to select the Information option. 

3. Press the Enter key to select OK. 

The Information Menu displays. 
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4. Enter 1 to select the Applications option. 

5. Press the Enter key to select OK. 

The Modules window displays. 

 

 

This window displays the list of the platform applications and the version number of each one. 

This information is mostly internal and useful for troubleshooting by the Vidyo Customer 

Support team. 

Viewing System Information 

To view system information: 

1. Log in to the System Console. 

For more information, see Logging in to the System Console and Changing the Default 

Password. 
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The Main Menu displays. 

 

2. Enter 0 to select the Information option. 

3. Press the Enter key to select OK. 

The Information Menu displays. 
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4. Enter 2 to select the System option. 

5. Press the Enter key to select OK. 

The System window displays. 

 

This window displays the system time, the used disk space, the available disk space, and the 

percentage used. 

Setting the Hostname and the Domain 

Your Vidyo server default IP is 192.168.1.110 and should be changed to align with your local area 

network. 

Note   A network setup must be performed for each of your Vidyo servers. 

To set the hostname and the domain: 

1. Log in to the System Console. 

For more information, see Logging in to the System Console and Changing the Default 

Password. 
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The Main Menu displays. 

 

2. Enter 1 to select the Hostname/Domain option. 

3. Press the Enter key to select OK. 

The Hostname window displays. 

 

4. Enter the hostname. 

5. Press the Enter key to select OK. 
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The Domain window displays. 

 

6. Enter the domain. 

7. Press the Enter key to select OK. 

The Confirm window displays. 

 

8. Press the Enter key to select Yes. 

A message displays stating Ȱ#ÈÁÎÇÅÓ ÓÁÖÅÄȢ 2ÅÂÏÏÔ 2%15)2%$ ÆÏÒ ÃÈÁÎÇÅÓ ÔÏ ÔÁËÅ ÅÆÆÅÃÔȢȱ 
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9. Press the Enter key to select OK. 

Configuring the Production Interface 

Static routes are used in deployments where Vidyo servers are in a DMZ between two segregated 

firewalls with no route for either internal or external traffic. Network Routes are also used when the 

Management Interface is enabled and you want to route traffic across that network. 

Note   Vidyo recommends that this feature not replace adding proper network router to your DMZ to 
handle the proper subnet routes. Static route setup can lead to security vulnerabilities and 
should only be configured by advanced network administrators. Vidyo is not responsible for any 
possible security risk resulting from static route configurations. 
 
Currently, you can only add a static route for one host at a time. Adding static routes for a range 
of IP addresses (or subnet) is not supported at this time. 

Viewing the Production Interface Active Information 

The Production Interface Active Information window provides important information about the 

Production Interface, such as the currently configured IP address, link status, and duplex settings. 

To view the Production Interface active information: 

1. Log in to the System Console. 

For more information, see Logging in to the System Console and Changing the Default 

Password. 
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The Main Menu displays. 

 

2. Enter 2 to select the Production Interface option. 

3. Press the Enter key to select OK. 

The Production Interface Menu displays. 
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4. Enter 0 to select the Active Information option. 

5. Press the Enter key to select OK. 

The Product Interface Active Information window displays. 

 

Configuring the IPv4 Production Interface 

This section describes how to manually enable and disable the IPv4 Production Interface, how to 

configure IPv4 static and dynamic routes, and how to add and remove static routes. 

Manually Disabling and Enabling the IPv4 Production Interface 

To manually disable or enable the IPv4 Production Interface: 

1. Log in to the System Console. 

For more information, see Logging in to the System Console and Changing the Default 

Password. 
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The Main Menu displays. 

 

2. Enter 2 to select the Production Interface option. 

3. Press the Enter key to select OK. 
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The Production Interface Menu displays. 

 

4. Enter 4 to select the IPv4 Configuration option. 

5. Press the Enter key to select OK. 

 

6. Enter M to select the MANUAL option. 

7. Press the Enter key to select OK. 
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If the current state of the Production Interface is enabled, you are asked to confirm if you want 

to disable it. If the current state of the Production Interface is disabled, you are asked to 

confirm if you want to enable it. 

 

8. Press the Enter key to select Yes. 

! ÍÅÓÓÁÇÅ ÄÉÓÐÌÁÙÓ ÓÔÁÔÉÎÇ Ȱ#ÈÁÎÇÅÓ ÓÁÖÅÄȢ 2ÅÂÏÏÔ 2%15)2%$ ÆÏÒ ÃÈÁÎÇÅÓ ÔÏ ÔÁËÅ ÅÆÆÅÃÔȢȱ 

 

9. Press the Enter key to select OK. 

Configuring an IPv4 Static Production Interface 

To configure an IPv4 Production Interface: 

1. Log in to the System Console. 

For more information, see Logging in to the System Console and Changing the Default 

Password. 
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The Main Menu displays. 

 

2. Enter 2 to select the Production Interface option. 

3. Press the Enter key to select OK. 

The Production Interface Menu displays. 
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4. Enter 4 to select the IPv4 Configuration option. 

5. Press the Enter key to select OK. 

 

6. Enter S to select the STATIC option. 

7. Press the Enter key to select OK. 

8. Delete the existing IPv4 address and enter a new one. 

 

9. Press the Enter key to select OK. 
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10. Delete the existing IPv4 subnet mask and enter a new one. 

 

11. Press the Enter key to select OK. 

12. Delete the existing IPv4 Replay and enter a new one. 

  

13. Press the Enter key to select OK. 

14. Delete the existing Domain Name Server and enter up to three. 

 

15. Press the Enter key to select OK. 
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The Confirm window displays. 

 

16. Press the Enter key to select Yes. 

A ÍÅÓÓÁÇÅ ÄÉÓÐÌÁÙÓ ÓÔÁÔÉÎÇ Ȱ#ÈÁÎÇÅÓ ÓÁÖÅÄȢ 2ÅÂÏÏÔ 2%15)2%$ ÆÏÒ ÃÈÁÎÇÅÓ ÔÏ ÔÁËÅ ÅÆÆÅÃÔȢȱ 

17. Press the Enter key to select OK. 

For more information about configuring the Production and Management interfaces, see Error! 

Reference source not found.. 

Configuring an IPv4 DHCP Production Interface 

To configure an IPv4 DHCP Production Interface: 

1. Log in to the System Console. 

For more information, see Logging in to the System Console and Changing the Default 

Password. 
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The Main Menu displays. 

 

2. Enter 2 to select the Production Interface option. 

3. Press the Enter key to select OK. 

The Production Interface Menu displays. 
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4. Enter 4 to select the IPv4 Configuration option. 

5. Press the Enter key to select OK. 

 

6. Enter D to select the DHCP option. 

7. Press the Enter key to select OK. 

The Confirm window displays. 

 

8. Press the Enter key to select Yes. 

! ÍÅÓÓÁÇÅ ÄÉÓÐÌÁÙÓ ÓÔÁÔÉÎÇ Ȱ#ÈÁÎÇÅÓ ÓÁÖÅÄȢ 2ÅÂÏÏÔ 2%15)2%$ ÆÏÒ ÃÈÁÎÇÅÓ ÔÏ ÔÁËÅ ÅÆÆÅÃÔȢȱ 

9. Press the Enter key to select OK. 

Configuring IPv4 Static Routes 

This section describes how to add and remove IPv4 static routes. 
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The VidyoReplay system supports IPv4 only or IPv6 only mode. Dual stack mode is not supported. 

Adding IPv4 Static Routes 

To add IPv4 Static routes: 

1. Log in to the System Console. 

For more information, see Logging in to the System Console and Changing the Default 

Password. 

The Main Menu displays. 

 

2. Enter 2 to select the Production Interface option. 

3. Press the Enter key to select OK. 
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The Production Interface Menu displays. 

 

4. Enter 5 to select the IPv4 Static Routes option. 

5. Press the Enter key to select OK. 

The IPv4 Static Routes window displays. 

 

6. Enter A to select the Add option. 

7. Press the Enter key to select OK. 
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8. Delete the existing IPv4 address and enter a new one. 

 

9. Press the Enter key to select OK. 

10. Delete the existing IPv4 subnet mask and enter a new one. 

 

11. Press the Enter key to select OK. 

12. Delete the existing IPv4 gateway and enter a new one. 
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13. Press the Enter key to select OK. 

14. Delete the existing Domain Name Server and enter up to three. 

 

15. Press the Enter key to select OK. 

The Confirm window displays. 

 

16. Press the Enter key to select Yes. 

! ÍÅÓÓÁÇÅ ÄÉÓÐÌÁÙÓ ÓÔÁÔÉÎÇ Ȱ#ÈÁÎÇÅÓ ÓÁÖÅÄȢ 2ÅÂÏÏÔ 2%15)2%$ ÆÏÒ ÃÈÁÎÇÅÓ ÔÏ ÔÁËÅ ÅÆÆÅÃÔȢȱ 

17. Press the Enter key to select OK. 

For more information about configuring the Production and Management interfaces, see Error! 

Reference source not found.. 

Removing IPv4 Static Routes 

To remove IPv4 static routes: 

1. Log in to the System Console. 

For more information, see Logging in to the System Console and Changing the Default 

Password. 
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The Main Menu displays. 

 

2. Enter 2 to select the Production Interface option. 

3. Press the Enter key to select OK. 

The Production Interface Menu displays. 
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4. Enter 5 to select the IPv4 Static Routes option. 

5. Press the Enter key to select OK. 

The IPv4 Static Routes window displays. 

 

6. Enter R to select the Remove option. 

7. Press the Enter key to select OK. 

The IPv4 Static Routes window displays. 
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8. Select the static route to remove. 

9. Press the Enter key to select OK. 

! ÍÅÓÓÁÇÅ ÄÉÓÐÌÁÙÓ ÓÔÁÔÉÎÇ Ȱ#ÈÁÎÇÅÓ ÓÁÖÅÄȢ 2ÅÂÏÏÔ 2%15)2%$ ÆÏÒ ÃÈÁÎÇÅÓ ÔÏ ÔÁËÅ ÅÆÆÅÃÔȢȱ 

10. Press the Enter key to select OK. 

Configuring the IPv6 Production Interface 

This section describes how to manually enable and disable the IPv6 Production Interface, how to 

configure IPv6 static and dynamic routes, and how to add and remove static routes. 

Manually Disabling and Enabling the IPv6 Production Interface 

To manually disable or enable the IPv6 Production Interface: 

1. Log in to the System Console. 

For more information, see Logging in to the System Console and Changing the Default 

Password. 

The Main Menu displays. 

 

2. Enter 2 to select the Production Interface option. 

3. Press the Enter key to select OK. 
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The Production Interface Menu displays. 

 

4. Enter 6 to select the IPv6 Configuration option. 

5. Press the Enter key to select OK. 

 

6. Enter M to select the MANUAL option. 

7. Press the Enter key to select OK. 
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If the current state of the Production Interface is enabled, you are asked to confirm if you want 

to disable it. If the current state of the Production Interface is disabled, you are asked to 

confirm if you want to enable it. 

 

8. Press the Enter key to select Yes. 

! ÍÅÓÓÁÇÅ ÄÉÓÐÌÁÙÓ ÓÔÁÔÉÎÇ Ȱ#ÈÁÎÇÅÓ ÓÁÖÅÄȢ 2ÅÂÏÏÔ 2%15)2%$ ÆÏÒ ÃÈÁÎÇÅÓ ÔÏ ÔÁËÅ ÅÆÆÅÃÔȢȱ 

9. Press the Enter key to select OK. 

Configuring an IPv6 Static Production Interface 

To configure an IPv6 static Production Interface: 

1. Log in to the System Console. 

For more information, see Logging in to the System Console and Changing the Default 

Password. 
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The Main Menu displays. 

 

2. Enter 2 to select the Production Interface option. 

3. Press the Enter key to select OK. 

The Production Interface Menu displays. 
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4. Enter 6 to select the IPv6 Configuration option. 

5. Press the Enter key to select OK. 

 

6. Enter S to select the STATIC option. 

7. Press the Enter key to select OK. 

8. Delete the existing IPv6 address and enter a new one. 

 

9. Press the Enter key to select OK. 
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10. Delete the existing IPv6 address and enter a new one. 

 

11. Press the Enter key to select OK. 

12. Delete the existing IPv6 gateway and enter a new one. 

 

13. Press the Enter key to select OK. 

14. Delete the existing Domain Name Server and enter up to three. 
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15. Press the Enter key to select OK. 

The Confirm window displays. 

 

16. Press the Enter key to select Yes. 

! ÍÅÓÓÁÇÅ ÄÉÓÐÌÁÙÓ ÓÔÁÔÉÎÇ Ȱ#ÈÁÎÇÅÓ ÓÁÖÅÄȢ 2ÅÂÏÏÔ 2%15)2%$ ÆÏÒ ÃÈÁÎÇÅÓ ÔÏ ÔÁËÅ ÅÆÆÅÃÔȢȱ 

17. Press the Enter key to select OK. 

For more information about configuring the Production and Management interfaces, see Error! 

Reference source not found.. 

 

 

Configuring Stateless Automatic Configuration 

To configure stateless automatic configuration: 

1. Log in to the System Console. 
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For more information, see Logging in to the System Console and Changing the Default 

Password. 

The Main Menu displays. 

 

2. Enter 2 to select the Production Interface option. 

3. Press the Enter key to select OK. 
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The Production Interface Menu displays. 

 

4. Enter 6 to select the IPv6 Configuration option. 

5. Press the Enter key to select OK. 

 

6. Enter A to select the AUTO option. 

7. Press the Enter key to select OK. 

The Confirm window displays. 
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8. Press the Enter key to select Yes. 

A message displays statÉÎÇ Ȱ#ÈÁÎÇÅÓ ÓÁÖÅÄȢ 2ÅÂÏÏÔ 2%15)2%$ ÆÏÒ ÃÈÁÎÇÅÓ ÔÏ ÔÁËÅ ÅÆÆÅÃÔȢȱ 

9. Press the Enter key to select OK. 

Configuring the MTU and Auto Negotiation for the Production 

Interface 

Configuring the Maximum Transmission Unit (MTU) 

To configure the Maximum Transmission Unit (MTU): 

1. Log in to the System Console. 

For more information, see Logging in to the System Console and Changing the Default 

Password. 
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The Main Menu displays. 

 

2. Enter 2 to select the Production Interface option. 

3. Press the Enter key to select OK. 

The Production Interface Menu displays. 
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4. Enter 9 to select the Interface Configuration option. 

5. Press the Enter key to select OK. 

The Production Interface Menu displays. 

 

6. Enter 0 to select the Maximum Transmission Unit (MTU) option. 

7. Enter the MTU of the networks in bytes. 

 

8. Press the Enter key to select OK. 
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A Confirm window displays. 

 

9. Press the Enter key to select Yes. 

! ÍÅÓÓÁÇÅ ÄÉÓÐÌÁÙÓ ÓÔÁÔÉÎÇ Ȱ#ÈÁÎÇÅÓ ÓÁÖÅÄȢ 2ÅÂÏÏÔ 2%15)2%$ ÆÏÒ ÃÈÁÎÇÅÓ ÔÏ ÔÁËÅ ÅÆÆÅÃÔȢȱ 

10. Press the Enter key to select OK. 

Configuring Auto Negotiation 

To configure auto negotiation : 

1. Log in to the System Console. 

For more information, see Logging in to the System Console and Changing the Default 

Password. 
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The Main Menu displays. 

 

2. Enter 2 to select the Production Interface option. 

3. Press the Enter key to select OK. 

The Production Interface Menu displays. 
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4. Enter 9 to select the Interface Configuration option. 

5. Press the Enter key to select OK. 

 

6. Enter 1 to select the Auto Negotiation option. 

7. Press the Enter key to select OK. 
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8. Enter 1 to enable Auto Negotiation or enter 0 to disable Auto Negotiation. 

9. Press the Enter key to select OK. 

A Confirm window displays. 

10. Press the Enter key to select Yes. 

! ÍÅÓÓÁÇÅ ÄÉÓÐÌÁÙÓ ÓÔÁÔÉÎÇ Ȱ#ÈÁÎÇÅÓ ÓÁÖÅÄȢ 2ÅÂÏÏÔ 2%15)2%$ ÆÏÒ ÃÈÁÎÇÅÓ ÔÏ ÔÁËÅ ÅÆÆÅÃÔȢȱ 

11. Press the Enter key to select OK. 

Configuring the Management Interface 

Static routes are used in deployments where Vidyo servers are in a DMZ between two segregated 

firewalls with no route for either internal or external traffic. Network Routes are also used when the 

Management Interface is enabled and you want to route traffic across that network. 

Note   Vidyo recommends that this feature not replace adding proper network router to your DMZ to 
handle the proper subnet routes. Static route setup can lead to security vulnerabilities and 
should only be configured by advanced network administrators. Vidyo is not responsible for any 
possible security risk resulting from static route configurations. 
 
Currently, you can only add a static route for one host at a time. Adding static routes for a range 
of IP addresses (or subnet) is not supported at this time. 

The Management Interface should not be used to transfer any media. 

Viewing the Management Interface Active Information 

The Management Interface Active Information window provides important information about the 

Management Interface, such as the currently configured IP address and the link status. 

To view the Management Interface active information: 

1. Log in to the System Console. 

For more information, see Logging in to the System Console and Changing the Default 

Password. 
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The Main Menu displays. 

 

2. Enter 3 to select the Management Interface option. 

3. Press the Enter key to select OK. 

The Management Interface Menu displays. 
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4. Enter 0 to select the Active Information option. 

5. Press the Enter key to select OK. 

The Management Interface Active Information window displays. 

 

Configuring the IPv4 Management Interface 

This section describes how to manually enable and disable the IPv4 Production Interface, how to 

configure IPv4 static and dynamic routes, and how to add and remove static routes. 

Manually Disabling and Enabling the IPv4 Management Interface 

To manually disable or enable the IPv4 Management Interface: 

1. Log in to the System Console. 

For more information, see Logging in to the System Console and Changing the Default 

Password. 
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The Main Menu displays. 

 

2. Enter 3 to select the Management Interface option. 

3. Press the Enter key to select OK. 

The Management Interface Menu displays. 
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4. Enter 4 to select the IPv4 Configuration option. 

5. Press the Enter key to select OK. 

 

6. Enter M to select the MANUAL option. 

7. Press the Enter key to select OK. 

If the current state of the Management Interface is enabled, you are asked to confirm if you 

want to disable it; if the current state of the Management Interface is disabled, you are asked to 

confirm if you want to enable it. 

 

8. Press the Enter key to select Yes. 

! ÍÅÓÓÁÇÅ ÄÉÓÐÌÁÙÓ ÓÔÁÔÉÎÇ Ȱ#ÈÁÎÇÅÓ ÓÁÖÅÄȢ 2ÅÂÏÏÔ 2%15)2%$ ÆÏÒ ÃÈÁÎÇÅÓ ÔÏ ÔÁËÅ ÅÆÆÅÃÔȢȱ 

9. Press the Enter key to select OK. 
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Configuring an IPv4 Static Management Interface 

To configure an IPv4 static Management Interface: 

1. Log in to the System Console. 

For more information, see Logging in to the System Console and Changing the Default 

Password. 

The Main Menu displays. 

 

2. Enter 3 to select the Management Interface option. 

3. Press the Enter key to select OK. 
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The Management Interface Menu displays. 

 

4. Enter 4 to select the IPv4 Configuration option. 

5. Press the Enter key to select OK. 

6. Enter S to select the STATIC option. 

 

7. Press the Enter key to select OK. 
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8. Delete the existing IPv4 address and enter a new one. 

 

9. Press the Enter key to select OK. 

10. Delete the existing IPv4 subnet mask and enter a new one. 

 

11. Press the Enter key to select OK. 

The Confirm window displays. 
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12. Press the Enter key to select Yes. 

! ÍÅÓÓÁÇÅ ÄÉÓÐÌÁÙÓ ÓÔÁÔÉÎÇ Ȱ#ÈÁÎÇÅÓ ÓÁÖÅÄȢ 2ÅÂÏÏÔ 2%15)2%$ ÆÏÒ ÃÈÁÎÇÅÓ ÔÏ ÔÁËÅ ÅÆÆÅÃÔȢȱ 

13. Press the Enter key to select OK. 

For more information about configuring the Production and Management interfaces, see Error! 

Reference source not found.. 

Configuring IPv4 Static Routes 

This section describes how to add and remove IPv4 static routes. 

The VidyoReplay system supports IPv4 only or IPv6 only mode. Dual stack mode is not supported. 

Adding IPv4 Static Routes 

To add IPv4 Static Routes: 

1. Log in to the System Console. 

For more information, see Logging in to the System Console and Changing the Default 

Password. 

The Main Menu displays. 

 

2. Enter 3 to select the Management Interface option. 

3. Press the Enter key to select OK. 
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The Management Interface Menu displays. 

 

4. Enter 5 to select the IPv4 Static Routes option. 

5. Press the Enter key to select OK. 

The IPv4 Static Routes window displays. 

 

6. Enter A to select the Add option. 

7. Press the Enter key to select OK. 
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The IPv4 Static Routes window displays. 

 

8. Enter a new network with the prefix in CIDR notation (e.g., 192.168.3.0/24). 

9. Press the Enter key to select OK. 

10. Enter a new network gateway. 

 

11. Press the Enter key to select OK. 

The Confirm window displays. 

 



3. Configuring Your Server 

63 

12. Press the Enter key to select Yes. 

! ÍÅÓÓÁÇÅ ÄÉÓÐÌÁÙÓ ÓÔÁÔÉÎÇ Ȱ#ÈÁÎÇÅÓ ÓÁÖÅÄȢ 2ÅÂÏÏÔ 2%15)2%$ ÆÏÒ ÃÈÁÎÇÅÓ ÔÏ ÔÁËÅ ÅÆÆÅÃÔȢȱ 

13. Press the Enter key to select OK. 

Removing IPv4 Static Routes 

To remove IPv4 static routes: 

1. Log in to the System Console. 

For more information, see Logging in to the System Console and Changing the Default 

Password. 

The Main Menu displays. 

 

2. Enter 3 to select the Management Interface option. 

3. Press the Enter key to select OK. 
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The Management Interface Menu displays. 

 

4. Enter 5 to the IPv4 Static Routes option. 

5. Press the Enter key to select OK. 

The IPv4 Static Routes window displays. 

 

6. Enter R to select the Remove option. 

7. Press the Enter key to select OK. 
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The IPv4 Static Routes window displays. 

 

8. Select the static route to remove. 

9. Press the Enter key to select OK. 

The Confirm window displays. 

10. Press the Enter key to select Yes. 

! ÍÅÓÓÁÇÅ ÄÉÓÐÌÁÙÓ ÓÔÁÔÉÎÇ Ȱ#ÈÁÎÇÅÓ ÓÁÖÅÄȢ 2ÅÂÏÏÔ 2%15)2%$ ÆÏÒ ÃÈÁÎÇÅÓ ÔÏ ÔÁËÅ ÅÆÆÅÃÔȢȱ 

11. Press the Enter key to select OK. 

Configuring the MTU and Auto Negotiation for the Management 

Interface 

Configuring the Maximum Transmission Unit (MTU) 

To configure the Maximum Transmission Unit (MTU): 

1. Log in to the System Console. 

For more information, see Logging in to the System Console and Changing the Default 

Password. 
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The Main Menu displays. 

 

2. Enter 3 to select the Management Interface option. 

3. Press the Enter key to select OK. 

The Management Interface Menu displays. 
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4. Enter 9 to select the Interface Configuration option. 

5. Press the Enter key to select OK. 

 

6. Enter 0 to select the Maximum Transmission Unit (MTU) option. 

7. Press the Enter key to select OK. 

8. Enter the MTU of the networks in bytes. 

 

9. Press the Enter key to select OK. 
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A Confirm window displays. 

 

10. Press the Enter key to select Yes. 

! ÍÅÓÓÁÇÅ ÄÉÓÐÌÁÙÓ ÓÔÁÔÉÎÇ Ȱ#ÈÁÎÇÅÓ ÓÁÖÅÄȢ 2ÅÂÏÏÔ 2%15)2%$ ÆÏÒ ÃÈÁÎÇÅÓ ÔÏ ÔÁËÅ ÅÆÆÅÃÔȢȱ 

11. Press the Enter key to select OK. 

Configuring Auto Negotiation 

To configure auto negotiation : 

1. Log in to the System Console. 

For more information, see Logging in to the System Console and Changing the Default 

Password. 
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The Main Menu displays. 

 

2. Enter 3 to select the Management Interface option. 

3. Press the Enter key to select OK. 

The Management Interface Menu displays. 
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4. Enter 9 to select the Interface Configuration option. 

5. Press the Enter key to select OK. 

 

6. Enter 1 to select the Auto Negotiation option. 

7. Press the Enter key to select OK. 

 

8. Enter 1 to enable Auto Negotiation or enter 0 to disable Auto Negotiation. 
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A Confirm window displays. 

9. Press the Enter key to select Yes. 

! ÍÅÓÓÁÇÅ ÄÉÓÐÌÁÙÓ ÓÔÁÔÉÎÇ Ȱ#ÈÁÎÇÅÓ ÓÁÖÅÄȢ 2ÅÂÏÏÔ 2%15)2%$ ÆÏÒ ÃÈÁÎÇÅÓ ÔÏ ÔÁËÅ ÅÆÆÅÃÔȢȱ 

10. Press the Enter key to select OK. 

Configuring Time Servers (NTP) 

To configure time servers (NTP): 

1. Log in to the System Console. 

For more information, see Logging in to the System Console and Changing the Default 

Password. 

The Main Menu displays. 

 

2. Enter 4 to select the Time Servers (NTP) option. 

3. Press the Enter key to select OK. 

)Æ ÙÏÕ ÈÁÖÅ $(#0 ÃÏÎÆÉÇÕÒÅÄȟ Á ÍÅÓÓÁÇÅ ÄÉÓÐÌÁÙÓ ÓÔÁÔÉÎÇ Ȱ4ÈÅ ÎÁÍÅ servers configured by 

$(#0 ÔÁËÅ ÐÒÉÏÒÉÔÙ ÏÖÅÒ ÔÈÅ ÖÁÌÕÅÓ ÃÏÎÆÉÇÕÒÅÄ ÈÅÒÅȱ ÁÎÄ ÙÏÕ ÍÕÓÔ ÐÒÅÓÓ ÔÈÅ Enter key to select 

OK. 

4. Enter up to three network time servers separated by a space (e.g., pool.ntp.org). 

5. Press the Enter key to select OK. 
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A Confirm window displays. 

 

6. Press the Enter key to select Yes. 

! ÍÅÓÓÁÇÅ ÄÉÓÐÌÁÙÓ ÓÔÁÔÉÎÇ Ȱ3ÙÎÃ ÔÉÍÅ ×ÉÔÈ ÔÉÍÅÓÅÒÖÅÒÓ ÎÏ×ȩ 4ÉÍÅÓÅÒÖÅÒÓ must be reachable. 

!ÒÅ ÙÏÕ ÓÕÒÅȩȱ  

7. Press the Enter key to select OK. 

A ÍÅÓÓÁÇÅ ÄÉÓÐÌÁÙÓ ÓÔÁÔÉÎÇ ȰSystem time updated.ȱ 

Configuring Users 

System Console user accounts can be used on the VidyoPortal, the VidyoRouter, and the VidyoReplay. 

The System Console allows for the creation of up to ten System Console user accounts. 

Note   In addition to accessing the System Console menu, the ten System Console accounts can also 
access the VidyoReplay Admin Pages. 
 
Each new System Console account has a default password of password, which is case 
sensitive. 
 
The System Console accounts force a password change on first login. To prevent the use of 
default passwords, each new System Console user must be present at the local console during 
account creation. That user must log in and change their password and it must meet password 
complexity requirements. 

Viewing Active User Information 

To view active user information: 

1. Log in to the System Console. 
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For more information, see Logging in to the System Console and Changing the Default 

Password. 

The Main Menu displays. 

 

2. Enter 5 to select the Users option. 

3. Press the Enter key to select OK. 

The Password required to continue window displays. 

 

4. Enter your password. 

5. Press the Enter key to select OK. 
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The Admin Users Management Menu displays. 

 

6. Enter 0 to select the Active Information option. 

7. Press the Enter key to select OK. 

The Users Active Information window displays. 

 

8. Press the Enter key to select OK. 

Adding Users 

To add users: 

1. Log in to the System Console. 






































































































































































































































































































































































































