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Overview

Overview

VidyoReplay enables you to record, webcast, store, catalog, and playback VidyoConféfénces

Your users can record VidyoConferences and start live webcasts of conferences in progress that can be
viewed by other people in your organization as well as theegal public. All webcasts are also
automatically recorded and stored in the VidyoReplay Library. After the recording of your webcast is
complete, you can share it by emailing a link to it.

-
' ‘ & ' Internet » N Y >,
. l ‘
User Vidyo T ! ./ idyo idyo

On-Demand Videos

\ VidyoReplay Library / \ and Webcasts /

Once you install and configure your VidyoReplay server, the look of the Hiddkd Control Meeting
screen changes to includeecordand Go to Librarybuttons in the following locations:

Options x

Wiy \_J
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https//main.demo2.vidyo.com/flex.htmlizroomd
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Overview

The following sections cover VidyoReplay Specificatiormfiguring Your Server, Setting Up
VidyoReplay Accounts on Your VidyoPortal, and Accessing System Settings and Configuring Your
System.

For information about using the VidyoReplay Library and Manager to view recordings and webcasts,
seeb. Understanding VidyoReplay Library and Naer Access Levels

Conventions Used in This Guide

Items marked withTip indicate that the information is useful and practical.
Items marked withNote indicate that the information deserves special attention.

Items marked withCaution indicate that not following the information provided may result in
unwanted or undesirable doomes.

Text you type into an otscreen fieldor a browser address bar disptayna bold Courierfont.
Variables are shown in blue, surrounded by brackets:

http://[ IP or FQDN address ]
Crossreferences to pages are shownkinld blue.
Navigational pathsare delimited with greatetthan symbols.

ClickSettings > Options




1. VidyoReplaySpecifications

VidyoReplay Specifications
The VidyoReplay component isack-mountable 1U server providing conferemaevebcast,record and
playback capabilities to the Vidyo netwark

For more information, refer to th¥idyoConferencing Administrator Guidend the latest release notes
article: VidyoReplay: Releases

The current VidyoReplay looks like the following:

------------------
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2. Understanding the VidyoReplay

Configuration Procedure

The overall procedure for configuring your VidyoReplay requitgaulative steps performed on both
the VidyoPortal and the VidyoReplay as described in the following procedures. Complete all of the
following steps on your VidyoReplay and VidyoPortal in ¢tihéer that they display:.

Note If you are clustering VidyoReplays, perform the entire procedure for each VidyoReplay in your
cluster.

Making Configurations on Your VidyoReplay

To make configurations on your VidyoReplay:

1. Configure your network interface settings in the VidyoReplay System Congbkefollowing
criteria should be met:

a. Set your primary network interface (ETHO) and, if you are configuring a NAS, your secondary
network interface (ETH1) with IP addresses.

b. Rackyour machine properly.
c. Successfully Ping your server before proceeding.

For more information, se&rror! Reference source not found.

2. Secure your VidyoReplay server (if applicable).

For more information, se&ecuring Your VidyReplaySystem with SSL and HTTPS

3. Register youiidyoReplay to your VidyoPortal by entering your VidyoPortal address in your
VidyoReplay.

For more information, se€onfiguring the General Settings




2. Understanding the VidyoReplay Configuration Procedure

Making Configurations on Your VidyoPortal for Your
VidyoReplay

To make configurations on your VidyoPortal for your VidyoReplay:

1. Add the VidyoReplay as a component on your VidyoPortal.

Note

Note

If you are performing an initial VidyoReplay setup, both the VidyoReplay Recorder and

VidyoReplay must be added as components in your VidyoConferencing systammore
information,refertoO! AAET ¢ A 6EAUI 2ADP1 AU 2AAT OAAO O1 91 O
VidUT 2 AD1 AU O 9dedians ib thefidydCorife@dribd Aiministrator Guide

When clustering VidyoReay servers, your username and password must be the same on each
VidyoReplay Recorder and VidyoReplay in your systear.more informationseeConfiguring
the General Settings

Assign theVidyoReplay Recorder and VidyoReplay components to a tenant. If you are running

a multi-tenant system, assign them to the appropriate tenants.

For more information, refertoth®- AEET ¢ OEA 6 EAUI 2ADPI AU #1101 D1 1A1
VidyoConferencing Administrator Guide

Configure groups o your tenant to use yowidyoReplay Recorder and VidyoReplay

components.

For more information, refertoth®# 1 T AECOOET ¢ A ' OI Ob & O 6EAUT 2 A
6 EAUT 2 ADI A VidybGodiendint Ad@iBigkrator Guide

After making these configurations, you can then configure your NAS and/or Clusters on your
VidyoReplay, if applicable. For more information, séederstanding NAS Guidelines for Your
VidyoReplayandUnderstanding Vidy&ephy Clusters

T Al O AOOOI i EUA Ui 6O 7AAAAOO EIT OEOAOEIT 1T

91 6 AAT Ai Oi AOOOI i EUA Uil 60 7AAAAOGC =1
) T OEOA avikighOdnferénting @dimnistrator Guide
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3. Configuring Your Servewith the

System Console

The Vidyo System Console offers the same functionality as it alwagstias VidyoReplay version

19.1.0 there is avhole new bok and feel, so you can now more easily and quickly access all the features
282dz2Q@8S 02YS G2 SELISO

Also, hstead of migrating recordings from the System Console, you can now simply go to the Settings >

General tab on the VidyoReplay Super Admin interfaod click the Migrate NAS button to migrate
your recordings.For more information, se€onfiguring the General Settings

Immediately after you have physically installed your Vidyo server as described indye S&rver
Installation Guide, you must configure your Videplayas described in this chapter.

For more information about installing the Vidyo server and for Vidyo server specifications, refer to the
VidyoConferencing Administrator Guidend the latest release notes articidyoReplay: Releases

As you begin the configuration, keep the following deployment guidelines in mind:

A For security reasons, Vidyo strongly recommends moving your SSH port to the standard 22 which is
in the privileged port range. Wheaupgrading from VidyoReplay version 3.1.5 to 19.1.0, your port
will be automatically reset to the standard SSH port 22. If you previously had SSH configured to
port 2222, you should ensure that you update your firewall rules (if applicable) prior to updrade
addition, Vidyo Customer Support may request access to your Vidyo server over this same port in
order to assist in troubleshooting any of your customer issues

>

When setting up your Vidyo server, always be sure to configure your firewall to only [&8iit
access from authorized networks and users. You can restrict Vidyo Customer Support SSH access
by configuring your firewall or contact Vidyo Customer Support for other options.

>

Restrict access to yolidyoReplayAdmin portal by performing one of theflowing:

A Block HTTP/HTTPS access from untrusted networks including the Internet.

>

Change youWVidyoReplaySystem Administrator Console default password. This must be changed
after the first log in. For more information, see the following procedure.

p>>

Configue the network settings at the System Console. You can view the settings-(elgdl in the
VidyoReplayAdmin Pages.

Note The screenshots in this section show the System Admin Console (also known as the Shell menu)
as seen after logging in via the terminal. Tinenu may look slightly different depending on
how you connect and what tool you use for your connection.

10
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3. Configuring Your Server

Logging in to the System Console and Changing the Default
Password

The very first time you log into yofidyoReplayserver, you are required to chaaghe default System
Console password to one that is more secure. This System Console account is also the same one used
when accessing th¥idyoReplayAdmin Portal.

To log in to the System Console (also referred to as the Admin Console) and change the déifa
password:

1. Connect a keyboard and a VGA display directly to your server.
2. Log in using the default Administrator account:
User Nameadmin
Passwordpassword (case sensitive)
3. EnteradminAO OEA OI 1T CET &6 DPOI i bDO8
4. Enterpassword A O  (@urdnt) ONIXPassword D OT | BDOS
AA poTi

(@}
Qu

91

5. Typeanewpasswold O OEA O0AOOx| OA6 DOI i bpo8

When selecting a new password, follow these guidelines:

>

The password should not be t@imilar to the old password.

The default setting is at least three characters and should be different from the old password.

>

The password should not be too simple or too short.

The algorithm here is a point system to satisfy the min password length (@ffieeudt is length
eight characters). The password gets extra points if it contains a number, upper case, lower
case, or special character. Each point is equivalent to one character.

>

The password should not be a case change only of the old password or slobble the
reverse of the old password.

6. Type your new password agafO RdfyBenés . ) 8 DAOOxT OA6 POI I bO8

11



3. Configuring Your Server

y £ OEA PAOOxT OAO A1 180 1 AGAEh Ul 6611 AA POTIiI DO
System Console Main Menu opens immediately.

Main Menu
Select one of the choices:

Information

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
Ldvanced

Reboot
Shutdown

Note If youneed to reset the password, séganging User Passwords

Viewing Application and System Information

You can use the System Console to view which Vidyo applications and versions you have as well as to
view the system time and disk space.

Viewing Aplication Information

To view application information:
1. Log in to the System Console.

For more information, seeogging in to the System Console and Changing the Default
Password

12



3. Configuring Your Server

The Main Menu displays.

Main Menu
Select one of the choices:

Informatior

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
2dvanced

Eeboot
Shutdown

2. Enter0to select thelnformation option.
3. Press theéenter key to selecOK.

The Information Menu displays.

Information Menu
Select one of the choices:

[1Applications

2 System

13



3. Configuring Your Server

4. Enterlto select theApplications option
5. Press theEnter key to selecOK.

TheModulesvindow displays.

This window displays the list of the platform applications and the version number of each one.
This information is mostly internal and useful for troubleshooting by the Vidyo Customer
Support team.

Viewing System Information

To view system information:
1. Login to the System Console.

For more information, seeogging in to the System Console and Changing the Default
Password

14



3. Configuring Your Server

The Main Menu displays.

Main Menu
Select one of the choices:

Informatior

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
dvanced

Eeboot
Shutdown

2. EnterOto select thelnformation option
3. Press theéenter key to selecOK.

The Information Menu displays.

Information Henu
Select one of the choices:

I Applications

2 Systenm

15



3. Configuring Your Server

4. Enter2to select theSystem option
5. Press theEnter key to selecOK.

TheSystemwindow displays.

TIME: 2020-01-17 20:37:44
DISK: 6.6G/ 32G ( 23% used)

This window displays the system time, the used disk space, the available disk space, and the
percentage used.

Setting the Hostname anthe Domain

Your Vidyo server default IP192.168.1.110and should be changed to align with your local area
network.

Note A network setup must be performed for each of your Vidyo servers.

To set the hostname and the domain:
1. Log in to the System Console.

For more information, sekogging in to the System Console and Changing the Default
Password

16



3. Configuring Your Server

The Main Menu displays.

Main Menu
Select one of the choices:

Information

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
bdvanced

Reboot
Shutdown

2. Enterlto select theHostname/Domain option
3. Press theéenter key to selecOK.

TheHostnamewindow displays.

Hos tname
Flease enter a new hostname.

[hostnane

<Cancel>

4. Enter the hostname.

5. Press theEnter key to selecOK.

17



3. Configuring Your Server

TheDomainwindow displays.

Domain
Flease enter a new domain.

lexample.col

<Cancel>

6. Enter the domain.
7. Press theEnter keyto selectOK.

TheConfirmwindow displays.

Confirm
New FQDN: hosthame.example.com

Are you sure?

8. Press theenterkey to selectyes
A message displays stati@# EAT CAO OAOAA8 2AAT T O 2%15) 2%$ A&l C
Hessage

Changes saved. Reboot REQUIRED for changes to take
effect.

18



3. Configuring Your Server

9. Press theEnter key to selecOK.

Configuring the Production Interface

Static routes are used in deployments where Vidyo servers are in a DMZ between two segregated
firewalls with no route foeither internal or external traffic. Network Routes are also used when the
Management Interface is enabled and you want to route traffic across that network.

Note Vidyo recommendshat this feature not replace adding proper network router to your DMZ to
handlethe proper subnet routes. Static route setup can lead to security vulnerabilities and
should only be configured by advanced network administrators. Vidyo is not responsible for any
possible security risk resulting from static route configurations.

Currenty, you can only add a static route for one host at a time. Adding static routes for a range
of IP addresses (or subnet) is not supported at this time.

Viewing the Production Interface Active Information
The Production Interface Active Information windowopides important information about the
Production Interface, such as the currently configured IP address, link status, and duplex settings.
To view the Production Interface active information:

1. Log in to the System Console.

For more information, sekogging in to the System Console and Changing the Default
Password

19



3. Configuring Your Server

The Main Menu displays.

Main Menu
Select one of the choices:

Informatior

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
2dvanced

Eeboot
Shutdown

2. Enter2to select theProduction Interfaceoption.
3. Press theéenter key to selecOK.

The Production Interface Menu displays.

Production Interface Menu
Select one of the choices:

Active Information
IPv4 Configuratior
IPv4 Static Routes
IPvE Configuration
Interface Configuration
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4. Enter0to select theActive Informationoption.

5. Press theEnter key to selecOK.

TheProduct Interface Active Informatismmdow displays.

Production Interface Active Information
MAC: 44:35:42:3d:64: 03
LINK: Connected @ 100087 full
MTU: 1500
IFvd bddresses:
172.16.44,37/24
IFv4 Routes:
default wiz 172.16.44.1

172.16. 44,0/ 24

IFve Addresses:

2081 :dbS: 2:0:1clb: S6bc: bl 446b/ 64 global

2001 :db3: 20 4625 427 fe3d: 6403764 zlobal
2001 :db5:3:0:1clb: 56bc:becl d446b/64 global

-
<K~

Configuring the IPv4 Production Interface

Thissection describes how to manually enable and disable the IPv4 Production Interface, how to
configure IPv4 static and dynamic routes, and how to add and remove static routes.

Manually Disabling and Enabling the IPv4 Production Interface

To manually disableor enable the IPv4 Production Interface

1. Log in to the System Console.

For more information, seeogging in to the System Console and Changing the Default

Password
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The Main Menu displays.

Main Menu
Select one of the choices:

Information

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
bdvanced

Reboot
Shutdown

2. Enter2to select theProduction Interfaceoption.

3. Press theéenter key to selecOK.
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TheProduction Interface Mendisplays.

Production Interface Menu
Select one of the choices:

Active Information
IPv4 Configuratior
IPv4d Static Routes
IPvEé Configuration
Interface Configuration

4. Enter4to select thelPv4 Configuration option
5. Press theEnter key to selecOK.

Froduction Interface
Froduction Interface IPv4:

HANUALJDi sabled
STATIC Fixed Configuration
DHCP Dynamic Configuration

<Cancel>

6. EnterMto select theMANUAL option

7. Press theEnter key to selecOK.
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If the current state of the Production Interface is enabled, you are askedrfirgoif you want
to disable it. f the current state of the Production Interface is disabled, you akedso
confirm if you want to enable it.

Confirm
Turn off IFwd on the Production Interface?
Are you sure?

8. Press theenterkey to selectyes
I T AOOACA AEODPI AUO OOAOQOEIT C O#EAT CAO OAOGAA8 2AA
Hessage

Changes saved. Reboot REQUIRED for changes to take
effect.

9. Press theEnter keyto selectOK.

Configuring an IPv4 Static Production Interface
To configure an IPv4 Production Interface
1. Log in to the System Console.

For more information, seeogging in to the System Console and Changing the Default
Password
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The Main Menu displays.

Main Menu
Select one of the choices:

Informatior

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
2dvanced

Eeboot
Shutdown

2. Enter2to select theProduction Interface option
3. Press theéenter key to selecOK.

TheProduction Interface Mendisplays.

Production Interface Menu
Select one of the choices:

Active Information
IPv4 Configuratior
IPv4 Static Routes
IPve Configuration
Interface Configuration
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4. Enter4to select thelPv4 Configuration option
5. Press theEnter key to selecOK.

Froduction Interface
Froduction Interface IPwvd:

MAHUAL Disabled

TATI(QMFixed Configuratio

DHCP Dynamic Configuratiaon

<Cancel>

6. EnterSto select theSTATIC option
7. Press theEnter key to selecOK.

8. Delete the existing IPv4 address and enter a new one.

Production Interface
Flease enter a new IPv4 address,

[192.168.1.119

<Cancel*

9. Press theEnter keyto selectOK.
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10. Delete the existing IPv4 subnet mask and enter a new one.

Production Interface
Please enter a new IPvd4 subnet mask.

[255-255-255-3

11. Press theEnter keyto selectOK.

12. Delete the existing IPvReplayand enter a new one.

Production Interface
Please enter a new IPv4 address.

| u

<Cancel>

13. Press theEnter keyto selectOK.
14. Delete the existing Domain Name Server and enter up to three.

Domain Name Servers
Flease enter up to three IFv4 addresses of the domain

name servers separated by spaces.

[12?.3.3.1

<Cancel>*

15. Press theEnter keyto selectOK.
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TheConfirmwindow displays.

Confirm
Production Interface IPFv4
Address:192,1658.1.110
Metmask:255,255,255.0
Gateway:192.1658.1.1
Domzin Mame Servers:
127.0.8.1

Are you sure?

16. Press theEnter key to selectYes

Al AOGOACA AEODPI AUO OOAOET ¢ O#EAT CAO OAOAA8 2AAI
17. Press theEnter key to seleclOK.

For more information about configuring the Production and Management interfacesEses!
Reference source not found.

Configuring an IPv4 DHCP Production Interface
To configure an IPv4 DHCP Production Interface
1. Log in to the System Console.

For more infomation, see_ogging in to the System Console and Changing the Default
Password
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The Main Menu displays.

Main Menu
Select one of the choices:

Informatior

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
Ldwvanced

Eeboot
Shutdown

2. Enter2to select theProduction Interface ption.
3. Press theEnter key to selecOK.

TheProduction Interface Mendisplays.

Production Interface Menu
Select one of the choices:

Active Information
IPvd Configuratior
IPvd Static Routes
IPvEe Configuration
Interface Configuration

29



3. Configuring Your Server

4. Enter4to select thelPv4 Configuration option
5. Press theEnter key to selecOK.

Froduction Interface
Production Interface IPvd:

MANUAL Disabled
STATIC Fixed Configuration

Dynamic Configuratio

6. EnterDto select theDHCP option
7. Press theEnter key to selecOK.

TheConfirmwindow displays.

Confirm
DHCF setting take priority for search domain, DHNS
servers, NTF serwvers, and Metwork MTU,
Lre ywou sure?

8. Press theéenterkey to selectyes

I T AOOACA AEOPI AUO OOAOQOEIT C O#EAT CAO OAOGAA8 2AA
9. Press theEnter keyto selectOK.

Configuring IPv4 Static Routes

This section describes how to add and remdéRe4 static routes.

30



3. Configuring Your Server

TheVidyoReplaysystem supports IPv4 only or IPv6 only mode. Dual stack mode is not supported.

Adding IPv4 Static Routes
To add IPv4 Static outes:
1. Log in to the System Console.

For more information, seeogging in to the System Console and Changing the Default
Password

The Main Menu displays.

Main Menu
Select one of the choices:

Information

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
Advanced

Reboot
Shutdown

2. Enter2to select theProduction Interface option

3. Press theéenter key to selet OK.
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TheProduction Interface Mendisplays.

Production Interface Menu
Select one of the choices:

Active Information
IPv4d Configuration
IPv4 Static Routes
IPve Configuration
Interface Configuration

4. Enter5to select thelPv4 Static Routes optian
5. Press theEnter key to selecOK.

ThelPv4 Static Routesindow displays.

IP¥4 Static Routes
Network/Frefix Gateway

W Add

R Remove

6. EnterAto select theAdd option

7. Press theEnter key to selecOK.

32



3. Configuring Your Server

8. Delete theexisting IPv4 address and enter a new one.

Production Interface
Flease enter a new IFv4 address,

{192‘163.1‘118

<Cancel>

9. Press theEnter keyto selectOK.

10. Delete the existing IPv4 subnet mask and enter a new one.

Production Interface
Please enter a new IPv4 subnet mask.

l255.255.255.0

11. Press theEnter keyto selectOK.

12. Delete the existing IPv4 gateway and enter a new one.

Froduction Interface
Please enter a new IPv4 gateway.

l192.168‘1.1
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13. Press theEnter keyto select OK.

14. Delete the existing Domain Name Server and enter up to three.

Domain Name Servers
Please enter up to three IPv4 addresses of the domain
name servers separated by spaces.

127.8.8.1

<Cancel>

15. Press theEnter keyto selectOK.

The Confirmwindow displays.

Confirm
Froduction Interface IFwv4
bddress:192,.168.1.11@
MNetmask:255,255,255.0@
Gateway:192,165.1.1
Domain Mame Servers:
127.0.0,1

Lre you sure?

16. Press theEnter key to selectYes

I 1T AOOACA AEODPI AUO OOAOQGEIT C O#EAT CAO OA®DAA8S8 2AA
17. Press theEnter key to seleclOK.

For more information about configuring the Production and Management interfacesEses!
Reference sourcenot found..

Removing IPv4 Static Routes
To remove IPv4 static routes:
1. Log in to the System Console.

For more information, seeogging in to the System Console and Changing the Default
Password
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The Main Menu displays.

Main Menu
Select one of the choices:

Informatior

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTE)

Users

Tools
Ldvanced

Eeboot
Shutdown

2. Enter2to select theProduction Interface option
3. Press theéenter key to selecOK.

TheProduction Interface Mendisplays.

Production Interface Menu
Select one of the choices:

Active Information
IPvd Configuratior
IPv4 Static Routes
IPvé Configuration
Interface Configuration

35



3. Configuring Your Server

4. Enter5to select thelPv4 Static Rotes option
5. Press theEnter key to selecOK.

ThelPv4 Static Routesindow displays.

IPv4 Static Routes
Hetwork/FPrefix Gateway

F. Remove

6. EnterRto select theRemove option
7. Press theEnter key to selecOK.

ThelPv4 Static Routesindow displays.

IPv4 Static Routes
Choose the static route to remove:

192.168.4.23
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8. Select the static route to remove.
9. Press theEnter keyto selectOK.

I T AOOACA AEOPI AUO OOAOET ¢ O#EAT GCAO OAOAAS
10. Press theEnter keyto selectOK.

Configuring the IPv6 Production Interface

This section describes how to manually enable and disable the IPv6 Prodirtoface, how to
configure IPv6 static and dynamic routes, and how to add and remove static routes.
Manually Disabling and Enabling the IPv6 Production Interface
To manually disable or enable the IPv6 Production Interface

1. Log in to the System Console.

For more information, seé¢.ogging in to the System Console and Changing the Default
Password

The Main Menu displays.

Main Menu
Select one of the choices:

Information

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
Bdvanced

Eeboot
Shutdown

2. Enter2to select theProductioninterface option

3. Press theEnter key to selecOK.
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The Productiorinterface Menudisplays.

Production Interface Menu
Select one of the choices:

Active Information
IPv4 Configuratior
IPv4 Static Routes
IPvEe Configuration
Interface Configuration

4. Enter6to select thelPv6 Configuration option

5. Press theEnter key to selecOK.

Froduction Interface
Froduction Interface IFwvG:

[MANUALIID sabled

STATIC Fixed Configuration

DHCP Dynamic Configuration

AUTOD Stateless dutomatic Configuration

<Cancel>

6. EnterMto select theMANUAL option
7. Press theEnter key to selecOK.
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If the current state of the Production Interface is enabled, you are askedrfirgoif you want
to disable it. f the current state of the Production Interface is disabled, you are asked to
confirm if you want to enable it.

Confirm
Turn aoff IFw4 on the Production Interface?
Are you sure?

8. Press theenterkey to selectyes
I T AOOACA AEOPI AUO OOAOQEI ¢ O#EAT CAO OAOAA8 2AA
9. Press theEnter keyto selectOK.
Configuring an IPv6 Static Production Interface
To configure an IPv6 static Production Interface

1. Log in to the System Console.

For more information, sekogging in to the System Console and Changing the Default
Password
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The Main Menu displays.

Main Menu
Select one of the choices:

Informatior

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
Ldvanced

Reboot
Shutdown

2. Enter2to select theProduction Interface option
3. Press theknter key to selecOK.

The Productiorinterface Menudisplays.

Production Interface Menu
Select one of the choices:

Active Information
IPv4 Configuratior
IPv4d Static Routes
IPVE Configuration
Interface Configuration
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4. Enter6to select thelPv6 Configuration option
5. Press theEnter key to selecOK.

Production Interface
Froduction Interface IFwve:

STATIC Fixed Configuration
LHCP Dynamic Configuration
AUTD Stateless dutomatic Configuration

<Cancel>

6. EnterSto select theSTATIC option
7. Press theEnter key to selecOK.

8. Delete the existing IPv6 address and enter a new one.

Production Interface
Flease enter a new IPvG address.

{fcﬂ&::ll@

=Cancel>

9. Press theEnter keyto selectOK.
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10. Delete the existing IPv6 address and enter a new one.

Production Interface
Flease enter a new IPvE address,

{fcﬂa::lla

<Cancel>

11. Press theEnter keyto selectOK.

12. Delete the existing IPv6 gateway and enter a new one.

Production Interface
Fleasze enter a new IFvE gateway.

{fcﬂ@::l

<Cancel*

13. Press theEnter keyto selectOK.
14. Delete the existing Domain Name Server and enter up to three.
Froduction Interface

Please enter up to three IPv6 addresses of the domain
name servers separated by spaces.

[

<Cancel>
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15. Press theEnter keyto selectOK.

The Confirmwindow displays.

Confirm
Froduction Interface IFve
Address: fcOo: 110
Netmask: 64
Gateway . fcOo: 1
Domain Name Serwvers:
fadl

Are you sure?

16. Press theEnter key to selectYes
I T AOOACA AEOPI AUO OOAOQEIT ¢ O#EAT CAQA mMBAGROBH 2 AA
17. Press theEnter key to seleciOK.

For more information about configuring the Production and Management interfacesEses!
Reference source not found.

T Production Interface N
Production Interface IPv6:

MANUAL

STATIC Fixed Configuration

DHCP Dynamic Configuration

AUTO Stateless Automatic Configuration

< oK > <Cancel>

Configuring Stateless Automatic Configuration
To configure stateless automatic configuration:

1. Log into the System Console.
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For more information, sekogqging in to the System Console and Changing the Default
Password

The Main Menu displays.

Main Menu
Select one of the choices:

Information

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
2dvanced

Eeboot
Shutdown

2. Enter2to select theProduction Interface option

3. Press theEnter key to selecOK.
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The Productiorinterface Menudisplays.

Production Interface Menu
Select one of the choices:

Active Information
IPv4 Configuratior
IPv4 Static Routes
IPvEe Configuration
Interface Configuration

4. Enter6to select thelPv6 Configuration option

5. Press theEnter key to selecOK.

Froduction Interface
Froduction Interface IFwvG:

[MANUALIID sabled

STATIC Fixed Configuration

DHCP Dynamic Configuration

AUTOD Stateless dutomatic Configuration

<Cancel>

6. EnterAto select theAUTO option
7. Press theEnter key to selecOK.

TheConfirmwindow displays.
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Confirm

Lre you sure?

8. Press theéenterkey to selectyes
A message displaysstati ¢ O# EAT CAO OAOAA8 2AAT T O 2%15) 2 %$

9. Press theEnter key to selecOK.

Configuring the MTU and Auto Negotiation for the Production
Interface

Configuring the Maximum Transmission Unit (MTU)
To configurethe Maximum TransmissionUnit (MTU):

1. Log into the System Console.

For more information, sekogging in to the System Console and Changing the Default
Password
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The Main Menulisplays.

Main Menu
Select one of the choices:

Informatior

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
bdvanced

Eeboot
Shutdown

2. Enter2to select theProduction Interface option
3. Press theéenter key to selecOK.

The Productiorinterface Menudisplays.

Production Interface Menu
Select one of the choices:

Active Information
IPv4 Configuratior
IPv4 Static Routes
IPvEé Configuration
Interface Configuration
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4. Enter9to select thelnterface Configuration option
5. Press theEnter key to selecOK.

The Production Interface Mendisplays.

Production Interface Menu
Select one of the choices:

E Maximum Transmission Unit
1 Auto Negotiation

6. EnterOto select theMaximum Transmission Unit (MTU) option

7. Enter the MTU of the networks in bytes.

Froduction Interface
Flease enter the maximum transmission wunit [(MTU) of the
network in bytes.

{158@

<Cancel>

8. Press theknter key to selecOK.
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A Confirmwindow displays.

Confirm
Froduction Interface MTU: 15@@
Are you sure?

9. Press theEnter keyto selectYes.
I T AOOACA AEODPI AADAGGBA CHIAG 10 RA1GA Q@ %$ &I O AEAI
10. Press theEnter keyto selectOK.
Configuring Auto Negotiation
To configureauto negotiation:
1. Log in to the System Console.

For more information, seeogging in to the System Console and Changing the Default
Password
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The Main Menu displays.

Main Menu
Select one of the choices:

Informatior

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTE)

Users

Tools
Ldvanced

Eeboot
Shutdown

2. Enter2to select theProduction Interface option
3. Press theéenter key to selecOK.

The Productiorinterface Menudisplays.

Production Interface Menu
Select one of the choices:

Active Information
IPv4d Configuratior
IPv4 Static Routes
IPve Configuration
Interface Configuration
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4. Enter9to select thelnterface Configuration option

5. Press theEnter key to selecOK.

Production Interface Menu
Select one of the choices:

Maximum Transmission Unit
1 ARuto Negotiation

6. Enterlto select theAuto Negotiation option

7. Press theEnter key to selecOK.

Production Interface Menu
Select one of the choices:

! [Enable Ruto Negotiatior
0 Disable ARuto Negotiation

E < Back >
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8. Enterlto enable Auto Negotiation or entddto disabke Auto Negotiation.
9. Press theEnter key to selecOK.
A Confirmwindow displays.
10. Press theEnter keyto selectYes.
I T AOOACA AEOPI AUO OOAOQEI ¢ O#EAT CAO OAOAA8 2AA
11. Press theEnter keyto selectOK.

Configuring theManagement Interface

Static routes are used in deployments where Vidyo servers are in a DMZ between two segregated
firewalls with no route for either internal or external traffic. Network Routes are also used when the
Management Interface is enabled agdu want to route traffic across that network.

Note Vidyo recommends that this feature not replace adding proper network router to your DMZ to
handle the proper subnet routes. Static route setup can lead to security vulnerabilities and
should only be configuredly advanced network administrators. Vidyo is not responsible for any
possible security risk resulting from static route configurations.

Currently, you can only add a static route for one host at a time. Adding static routes for a range
of IP addresses (subnet) is not supported at this time.

The Management Interface should not be used to transfer any media.

Viewing the Management Interface Active Information
TheManagement Interface Active Informatisimdow provides important information about the
Management Interface, such as the currently configured IP address and the link status.
Toview the Management Interface active information

1. Log in to the System Console.

For more information, seeogging in to the System Console and Changing the Default
Password
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The Main Menu displays.

Main Menu
Select one of the choices:

Informatior

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
2dvanced

Eeboot
Shutdown

2. Enter3to select theManagement Interface option
3. Press theéenter key to selecOK.

The Managementnterface Menudisplays.

Management Interface Menu
Select one of the choices:

Active Information
IPv4 Configuratior
IPv4d Static Routes
Interface Configuration
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4. Enter0to select theActive Information option

5. Press theEnter key to selecOK.

TheManagement Interface Active Informationindow displays.

Management Interface Active Information
MAC: 44:a8:42:3d:64:04
LINK: Connected @ 4294967295/ unknown
MTU: 1500
IFv4 Addresses!

IFv4 Foutes:

Statistics:
collisiaons: @
multicast:0
r¥_bytes:@
ry_compressed:d

Configuring the IPv4 Management Interface

This section describes how to manually enable and disabléRfaé Production Interface, how to
configure IPv4 static and dynamic routes, and how to add and remove static routes.

Manually Disabling and Enabling the IPv4 Management Interface

Tomanually disable or enable the IPv4 Management Interface

1. Log in to the $stem Console.

For more information, sekogging in to the System Console and Changing the Default

Password
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The Main Menu displays.

Main Menu
Select one of the choices:

Informatior

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
dvanced

Eeboot
Shutdown

2. Enter3to seled the Management Interface option
3. Press theéenter key to selecOK.

The Managementnterface Menudisplays.

Management Interface Menu
Select one of the choices:

Active Information
IPv4 Configuratior
IPv4 Static Routes
Interface Configuration
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4. Enter4to select thelPv4 Configuration option
5. Press theEnter key to selecOK.

Hanagement Interface
Management Interface IPw4:

MANUALRRD sabled

STATIC Fixed Configuration

<Cancel>

6. EnterMto select theMANUAL option
7. Press theEnter key to selecOK.

If the current state of thdlanagementinterface is enabled, you are asked to confirm if you
want to disable it; if the current state of thHdanagementinterface is disabled, you are asked to
confirm if you want to enable it.

Confirm
Turn off the Management Interface?
Are you sure?

8. Press theenterkey to selectyes

I T AOOACA AEOPI AUO OOAOQOEIT C O#EAT CAO OAOGAA8 2AA
9. Press theEnter keyto selectOK.
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Configuring an IPv4 Static Management Interface
To configure an IPv4 static Management Interface
1. Log in tothe System Console.

For more information, sekogqging in to the System Console and Changing the Default
Password

The Main Menu displays.

Main Menu
Select one of the choices:

Information

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
Ldvanced

Eeboot
Shutdown

2. Enter3to select theManagement Interface option

3. Press theEnter key to selecOK.
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The Managementnterface Menudisplays.

Management Interface Menu
Select one of the choices:

Active Information
IPv4 Configuratior
IPv4 Static Routes
Interface Configuration

4. Enter4to select thelPv4 Configurabn option.
5. Press theEnter key to selecOK.
6. EnterSto select theSTATIC option

Hanagement Interface
Management Interface IPwv4d:

MARUAL D sabled

STATIC Fixed Configuratiaon

<Cancel>

7. Press theEnter key to selecOK.
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8. Delete the existing IPv4 address and enter a new one.

Management Interface
Please enter a new IPv4 address.

l192.168.2.110

9. Press theEnter key to selecOK.

10. Delete the existing IPv4 subnet mask and erdgarew one.

Management Interface IPwv4
Please enter a new IPv4d subnet mask.

l255.255.255.0

11. Press theEnter key to seleclOK.

TheConfirmwindow displays.

Confirm
Management Interface IPv4
Lddress:192.168.2.110
Netmask:255.255.255.0

Are you sure?
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12. Press theEnter key to selectYes
I 1 AOOACA AEODPI AUO

13. Press theEnter key to seleclOK.

For more informatiorabout configuring the Production and Management interfaces, Eeer!

Reference source not found.

Configuring IPv4 StatiRoutes

This section describes how to add and remove IPv4 static routes.

TheVidyoReplaysystem supports IPv4 only or IPv6 only mode. Dual stack mode is not supported.

Adding IPv4 Static Routes

Toadd IPv4 Static Routes:

1. Log into the System Console.

For mae information, see_ogging in to the System Console and Changing the Default

Password

The Main Menu dis

Select one of

OOAOET C O#EAT CAO OAOAAS

plays.

Main Menu
the choices:

Information

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTFE)

Users

Tools
Bdvanced

Reboot
Shutdown

2. Enter3to select theManagementinterface option

3. Press theEnter key to selecOK.

60

2 AA



3. Configuring Your Server

The Managementnterface Menudisplays.

Management Interface Menu
Select one of the choices:

Active Information
IPv4 Configuratior
IPv4 Static Routes
Interface Configuration

4. Enter5to select thelPv4 Static Routes optian

5. Press theEnter key to selecOK.

ThelPv4 Static Routesindow displays.

IFv4 S5tatic Routes
Network/Frefix Gateway

|/ IAdd

FE  Eemove

6. EnterAto select theAdd option.

7. Press theEnter key to selecOK.
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ThelPv4 Static Rousewindow displays.

IPv4 Static Routes
Please enter a new network and network prefix in CIDR
notation. Ex: 192.168.3.8/24.

192.168.3.08/24

8. Enter a new network with the prefix in CIDR notation (e.g., 192.168.3.0/24).
9. Press theEnter key to selecOK.

10. Enter a new network gateway.

IPv4 Static Routes
Please enter the network gateway.

1192.153.4.23

<Cancel>

11. Press theEnter key to seleciOK.

The Confirmwindow displays.

Confirm
Ldding the following route:
192.165.3.0/24 via 192.165.4.23

Lre you sure?
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12. Press theEnter key to selectYes
I T AOOACA AEOPI AUO OOAOQEI ¢C O#EAT CAO OAOAA8 2AA
13. Press theEnter keyto selectOK.
Removing IPv4 Static Routes
To remove IPv4 static routes:

1. Log in to theSystem Console.

For more information, seeogging in to the System Console and Changing the Default
Password

The Main Menu displays.

Main Menu
Select one of the choices:

Information

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
Rdvanced

Eeboot
Shutdown

2. Enter3to sekct theManagement Interface option

3. Press theEnter key to selecOK.
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The Managementnterface Menudisplays.

Management Interface Menu
Select one of the choices:

Active Information
IPv4 Configuration
IPv4 Static Routes
Interface Configuration

4. Enter5to the IPv4 Static Routes optian
5. Press theEnter key to selecOK.

ThelPv4 Static Routesindow displays.

IFv4 Static Routes
Network/Prefix Gateway

| [Add

F.  Remove

6. EnterRto select theRemove option

7. Press theEnter key to selecOK.
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3. Configuring Your Server

ThelPv4 Static Routesindow displays.

IFv4 Static Routes
Choose the static route to remove:

192.168.4.23

8. Select the static route to remove.
9. Press theEnter keyto selectOK.
The Confirmwindow displays.
10. Press theEnter key to selectyes.
I T AOOACA AEOPCAQOONOADET TADOHIEAT2%15) 2% A O A
11. Press theEnter keyto selectOK.

Configuring the MTU and Auto Negotiation for the Management
Interface

Configuring the Maximum Transmission Unit (MTU)
To configurethe Maximum TransmissionUnit (MTU):
1. Log into the System Console.

For more information, seeogging in to the System Console and Changing the Default
Password
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3. Configuring Your Server

The Main Menu displays.

Main Menu
Select one of the choices:

Informatior

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
Ldvanced

Reboot
Shutdown

2. Enter3to select theManagement Interface option
3. Press theknter key to selecOK.

The Managementnterface Menudisplays.

Management Interface Menu
Select one of the choices:

Active Information
IPv4 Configuratior
IPvd Static Routes
Interface Configuration
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3. Configuring Your Server

4. Enter9to select thelnterface Configuration option

5. Press theEnter key to selecOK.

Management Interface Menu
Select one of the choices:

E Maximum Transmission Unit
1 Auto Negotiation

6. EnterOto select theMaximumTransmission Unit (MTU) option
7. Press theEnter key to selecOK.
8. Enter the MTU of the networks in bytes.

Management Interface
Flease enter the maximum transmission unit (MTU)] of the
network in bytes,

[1589

<Cancel>

9. Press theEnter key to selecOK.
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3. Configuring Your Server

A Confirmwindow displays.

Confirm

Management Interface MTU: 1500
Lre you sure?

10. Press theEnter keyto selectYes

I T AOOACA AEODPI AUO 0O0AROKIEQ 204$E AMEI QA A EOM (CAAAB T A A
11. Press theEnter keyto selectOK.
Configuring Auto Negotiation
To configureauto negotiation:

1. Log in to the System Console.

For more information, seeogging in to the System Console and Changing the Default
Password
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3. Configuring Your Server

The Main Menu displays.

Main Menu
Select one of the choices:

Informatior

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
Ldvanced

Reboot
Shutdown

2. Enter3to select theManagement Interface option
3. Press theknter key to selecOK.

The Managementnterface Menudisplays.

Management Interface Menu
Select one of the choices:

Active Information
IPvd Configuratior
IPv4 Static Routes
Interface Configuration

< Back >
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3. Configuring Your Server

4. Enter9to select thelnterface Configuration option

5. Press theEnter key to selecOK.

Management Interface Menu
Select one of the choices:

E Maximum Transmission Unit (MTU)
1 BAuto Negotiation

6. Enterlto select theAuto Negotiation option

7. Press theEnter key to selecOK.

Management Interface Menu
Select one of the choices:

! Fnable Ruto Negotiatior
0 Disable Buto Negotiation

8. Enterlto enable Auto Negotiation or entddto disable Auto Negotiation.
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3. Configuring Your Server

A Confirmwindow displays.
9. Press theEnter keyto selectYes.

I T AOOACA AEODPI AUO OOAOQEI ¢ O#EAT CAO OAOAA8 2AA
10. Press theEnter keyto selectOK.

Configuring Time Servers (NTP)

To configure time servers (NTP):
1. Log intothe System Console.

For more information, seeogging in to the System Console and Changing the Default
Password

The Main Menu displays.

Main Menu
Select one of the choices:

Information

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
Rdvanced

Reboot
Shutdown

2. Enter4to select theTime Servers (NTP) option

3. Press theéenter keyto selectOK.
)y £ UT O EAOA $(#0 AT T ZECOOAAN selvers chrdighieddCfk AEODI AU
$(#0 OAEA DPOEI OEOU 1T OAO OEA OA| @hedkeyidskle®E COOA A
OK.

4. Enter up to three network time servers separated by a space (e.g., pool.ntp.org).

5. Press theEnter keyto selectOK.
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3. Configuring Your Server

A Confirmwindow displays.

Confirm
Netwark Time Serwvers
pool.ntp.org

Are you sure?

6. Press theEnter keyto selectYes.

I 1T AOOACA AEOPI AUO OOAOQET ¢ O3 Ul nustbeidadhabieE OE OE |
' OA Uil O 000Aed
7. Press theEnter keyto selectOK.

Al AOOACA AE OSybteémlifle pddtdd®DET ¢ O

ConfiguringUsers

System Console user accounts can be used on the VidyoPortal, the VidyoRouter, aridybReplay

The System Consoldlaws for the creation of up to ten System Console user accounts.

Note In addition to accessing the System Console menu, the ten System Console accounts can also
access th&/idyoReplayAdmin Pages.

Each new System Console account has a default passwaqrassfword, which is case
sensitive.

The System Console accounts force a password change on first login. To prevent the use of
default passwords, each new System Console user must be present at the local console during
account creation. That user must log indaohange their password and it must meet password
complexity requirements.

Viewing Active User Information

Toview active user information:

1. Log in to the System Console.
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3. Configuring Your Server

For more information, sekogqging in to the System Console and Changing the Default
Password

The Main Menu displays.

Main Menu
Select one of the choices:

Information

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
bdvanced

Reboot
Shutdown

2. Enter5to select theUsers option
3. Press theEnter keyto selectOK.

ThePassword required to contewvindow displays.

Password required to continue.
Please enter your password to continue.

l

<_OK > <Cancel>

4. Enter your password.

5. Press theEnter keyto selectOK.
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3. Configuring Your Server

The Admin Users Management Menu displays.

Admin Users Management Menu
Select one of the choices:

Lctive Information

Remove User
Change Password
RADIUS Ruthentication

6. EnterOto select theActive Information option

7. Press theEnter key to selecOK.

TheUsers Active Informatiomindow displays.

8. Press theenter keyto selectOK.

Adding Users

To add users

1. Log into the System Console.
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