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Overview

The VidyoGateway is a 1U racknountable serverh at connects Vi dyoPortal E us
systems using the SIP and H.323 videoconferencing protocols. The systems that use these
protocols are referred to as Legacy systems.

This document describes how to use the VidyoGateway to connect with a Vidyo@of er enci ng E
system that includes Legacy systems. It is written for system administrators who must set up and
maintain a VidyoConferencing system.

The VidyoGateway is also available as the VidyoGateway Virtual Edition, and can be run as a virtual
appliance. For more information, see9. Using VidyoGateway Virtual EditiorfVE)

Note To perform the setup and configuration described in this manual, you must have Admin
access to your VidyoGateway and Super Admin access to yowidyoPortal.

Terms used in this guide are defined in a separate section. For more information, see
Appendix A. Definitions For more standard VidyoConferencing definitions, refer to the
VidyoConferencing Administator Guide

Conventions Used in This Guide

A Items marked withTip indicate that the information is useful and practical.

A Items marked withNote indicate that the information deserves special attention.

A Items marked withCaution indicate that not followingthe information provided may result in
unwanted or undesirable outcomes.

A Text you type into an onscreen fieldor a browser address bar display in a bold Consolas
font. Variables are shown in blue, surrounded by brackets:
http://[  |P or FQDN address ]

A Cross-references to pages are shown irblue.

A Navigational paths are delinited with greaterthan symbols and italicized

Click Settings > Options.




1. VidyoGateway Server Models and

Capacities

Identifying Your VidyoGateway Model

VidyoGateway is available in Stadard and XL platforms. The previously offered VidyoGateway
MKII has been discontinued and replaced with the VidyoGateway XL model. The XL model is a
higher capacity, more powerful system for more demanding applications.

For more information, refer to theVidyo Server installation Guide

The current VidyoGateway looks like the following:

You can identify your VidyoGateway model by checking the hardware:

A Current VidyoGateway hardware version mabers contain 31230 or 5645 combinations
A Current VidyoGateway hardware labels contain an 02A combination

A Previous VidyoGateway hardware labels contain G0A, 01-0B or 01-0A combinations

Starting with software version 2.1.3.22, you can also identify yomodel by looking at the top ofthe
VidyoGateway Configuration Bge. The model information is shown as follows:

A Model: VidyoGateway, VidyoGateway XL, or VidyoGateway MKI

A Software version:x.X.xX.xXX

A Hardware Version: XxXxxxxx




1. VidyoGateway Server Models and Capacities

Capacity of the VidyoGateway Moels
The following tables show the maximum number of concurrent calls allowable falifferent

scenarios including calls of the same type, different types, and different types and resolutions. All
capacity data is based on software version 2.1.3.22 and later

Maximum Number Concurrent Calls of the Same Type

Capacity VidyoGateway VidyoGateway VidyoGateway VidyoGateway VidyoGateway

MKII XL
xxxx¥00-0A xxxx¥00-0A )(;);X*MK” 00 02-0A 02-0A
Xxx02- XxXxx02-
Hardware xxxx01-0A xxxx01-0A
Label xxx%MKIF01-
xxxx01-0B xxxx01-0B 0A
Previous Previous Previous
Status Current model Current model
model model model
H235 o on On/off On/off on/Off
Encryption
HD 1080P
Calls, N/A N/A N/A N/A 2
30 fps
HD 720P
Calls,
30 fps @ 1 3 1 5
1 Mbps
SD Calls
@ 512 4 3 12 4 15
Kbps
CIF Calls
@ 384 12 9 24 12 25
Kbps
Voice 50 50 50 50 50
Calls




1. VidyoGateway Server Models and Capacities

Maximum Number Concurrent Calls of Different Types

The followinglist shows the maximum number of concurrent calls of different types and resolutions
that the VidyoGateway modelscan handle with software version 2.1.3.22 and later.
/A SD&CIF

A 1SD+9CIF

A 2SD+6CIF

A 3SD+3CIF

Maximum Number Concurrent Calls of Different Types and
Resolutions

The following table shows the maximum number of concurrent calls of different types and
resolutions that the VidyoGateway XL can handle with software version 2.1.3.22 and later.

HD & SD HD/SDICIF SD & CIF HD & CIF

1HD+ 12 SD 1HD+6SD +6CIF 3SD + 18 CIF 3 HD +6CIF

2HD +9SD 2HD+3SD +6CIF 7SD + 10 CIF
3HD +6SD 3HD+1SD+4CIF
4HD+3SD

Note When a Legacy device attempts to join a conference whose VidyoGateway is operating at
full capacity, the call fails to connect.




1. VidyoGateway Server Models and Capacities

Discontinued VidyoGateway Model Capacities

These tables show the maximum number of callshat the previous VidyoGateway models running
2.1.3.20 or later software version can handle simultaneously when all calls are of the same type
and resolution with and without H.235 encryption.

VidyoGateway (previous model)

1 x HD 720p30fps @ 1 Mbps

4 x SD @ 512Kbps

12 x CIF @ 384 Kbps

50 x voice-only calls

VidyoGateway (previous model) using H.235 Encryption

1 x HD 720p30fps @ 1 Mbps

3x SD @ 512 Kbps

9 x CIF @ 384 Kbps

50 x voice-only calls

VidyoGateway MK Il with or without H.235 Encryption

1 x HD 72Q030fps @ 1 Mbps

12 x SD @ 512 Kbps

24 x CIF @ 384 Kbps

50 x voice-only calls

VidyoGateway Physical Setup Guidelines

When physically setting up your VidyoGateway, Vidyo recommends the following guidelines:

A Locate the VidyoGateway as close as possible tyour Legacy systemg), preferably on the
same LAN.

A If the Legacy systems are in dispersed locations, install the VidyoGateway on the same LAN as
your VidyoRouterE.

A If the VidyoGateway is on a QoS network, give high priority to the traffic between the
VidyoGateway and the Legacy system(s). Specify lower QoS for traffic between the
VidyoGateway and your VidyoRouter.




2. Understanding the VidyoGateway

Configuration Procedure

The overall procedure for configuring your VidyoGateway requires cumulative steps germed on
both the VidyoPortal and the VidyoGateway as described in the following procedures. Complete all
of the following steps on your VidyoGateway and VidyoPortal in the ordénat they appear.

Note If you are clustering VidyoGateways, perform the entire pcedure for each VidyoGateway
in your cluster.

Making Configurations on Your VidyoGateway

To make configurations on your VidyoGateway:

1. Configure your network interface settings in the VidyoReplay System Console. The
following criteria should be met:

a. Set your production and management interfaces with IP addresses.
b. Rack your machine properly.
c. Successfully Ping your server before proceeding.

For more information, seeViewingApplication and Systen Information

2. Secure your VidyoGateway server (if applicable).

For more information, seeSecuring Your VidyoGateway System with SSL and HTTPS

3. Register your VidyoGateway to your VidyoPortal by entering your VidyoPortal address in
your MdyoGateway.

For more information, seeConfiguring the VidyoPortal S&ings.

Making Configurations on Your VidyoPortal for Your
VidyoGateway

To make configurations on your VidyoPortal for your VidyoGateway:

1. Add the VidyoGateway as a component to the VidyoConferencing system.

Note If you performing an initial VidyoGateway setup, you must add the VidyoGateway as a
component in your VidyoConferencing system.




2. Understanding th&/idyoGateway Configuration Procedure

For more information, refer tWi dyheP orAtdali d gs eac tV
the VidyoConferencing Administrator Guide

2. Assign the VidyoGateway to a tenant. If you are running a multenant system, assign it to
the appropriate tenant.

For more information, refer to OoOMadkedgi nheh¥id
VidyoConferencing Administrator Guide

Making Additional VidyoGateway Configurations

Now you can configure additional VidyoGateway features as needed, such as:
If desired, set up unique service prefixes, or use any of the predefined services.

For more information, seeManaging Servicesand Understanding Call Types and Service
Examples

Perform the following configurations as needed:

To connect to an NTP serversee ViewingApplication and Systan Information

To upload image files for video loopback see Configuring Video Loopback Settings

To view the network settingssee Viewing Your VidyoGateway Network Settings

To check the status of your VidyoGatewaysee Checking the Status of Your VidyoGateway

To upload a new security certificatesee Uploading or Editing Your Server Certificate

To upgrade your VidyoGatewaysee Upgrading Your VidyoGateway

To restart the VidyoGatewaysee Shutting Down or Rebooting Your VidyoGateway

Create VidyoGateway clustersf desired.

For information, seeConfiguring Clusters

Integrate VoIP phones and IP PBXs as needed.

For more information, see’. Integrating VolP Phones and IP PBXsand refer to the Inegrating
VoIP Phones and IP PBXwith VidyoGateway Vidyo Technical Note.

For convenient access to Legacy systems (if you have them), add your video device in you
directory using Users > Add Legacy Devicein your VidyoPortal Super Admin portal.

For more information, refer to theVidyoConferencing Administrator Guide




3. Configuring Your Servewia the

System Console

Immediately after you have physically installé your Vidyo server as described in the Vidyo Server
Installation Guide, you must configure your VidyoGatewaas described in this chapter.

For more information about installing the Vidyo server and for Vidyo server specifications, refer to
the Vidyo Serve Installation Guide You can access this document and other Vidyo product
documentation by registering athttps://selfservice.vidyo.com/register/.

As you begin the configuration keep the following deployment guidelines in mind

A Vidyo utilizes SSH to proide remote access to the System Administrator Console on your
Vidyo server over port 22 or 2222. In addition, Vidyo Customer Support may request access to
your Vidyo server over this same port in order to assist in troubleshooting any of your customer
issues.

>

When setting up your Vidyo server, always be sure to configure your firewall to only permit SSH
access from authorized networks and users. You can restrict Vidyo Customer Support SSH
access by configuring your firewall or contact Vidyo Customer Suppoifor other options.

>

Restrict access to your VidyoGateway Admin portal by performing one of the following:
A Block HTTP/HTTPS access from untrusted networks including the Internet.

A Move the VidyoGateway Admin portal to the Management Interface (if you have nget
configured your Management Interface, it must be configured at this time).

For more information,seeConf i gur i ng Your Vidyo Serveros Mar

>

Change your VidyoGateway System AdministratoConsole default password. This must be
changed after the first log in. For more information, see the following procedure.

>

Configure the network settings at the System Console. You can view the settings (reawhly) in
the VidyoGateway Admin Rges.

Note The screenshots in this section show the System Admin Console (also known as the Shell
menu) as seen after logging in via the terminal. The menu may look slightly different
depending on how you connect and what tool you use for your connection.




3. Configuring Your Server via the System Console

Logging in to the System Console and Changing the Default
Password

The very first time you log into your VidyoGateway server, you are required to change the default
System Console password to one that is more secure. This System Console account is also the
same one used when accessing the VidyoGateway Admin Portal.

To log in tothe System Console(also referred to as the Admin Console) ad change the default
password:

1. Connect a keyboard and a VGA display directly to your server.
2. Log in using the default Administrator accourtt
User Name:admin
Password: password (case sensitive)
3. Enteradminat the o0l ogind6 prompt.
4. Enterpassword at {(ctrrent) @NIX Password pr ompt .

The password is casesensitive. Yo u o | | be prompted to enter a
enter it again.

5. Typeanewpasswordat t he OPasswordo prompt
When selecting a new password, follow these guidelines:
A The password should not be too similar to the old password.

The default setting is at leasthree characters and should be different from the old
password.

>

The password should not be too simple or too short.

The algorithm here is a point system to satisfy the min password length (the default is
length eight characters). The password gets extra points if it containa number, upper
case, lower case, or special tharacter. Each point is equivalent toone character.

A The password should not be a case change only of the old password or should not be
the reverse of the old password.

6. Type your new password againat RdtypenewUNI| X passwor ddé prompt
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If the passwordsd on 6t mat ch, youdl |l be prompted to t
System ConsoleMain Menu opens immediately.

Main Menu
Select one of the choices:

Information

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
Bdvanced

Reboot
Shutdown

Note If you need to reset the password,see Changing User Passwords

Viewing Application and System Information

You can use the System Console to view which Vidyo applications and versions you have as well
as to view the system time and disk space.

Viewing Application Information

To view application information:
1. Login to the System Console.

For more nformation, seelLogging in to the System Console and Changing the Default
Password.
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The Main Menu displays.

Main Menu
Select one of the choices:

Informatior

Hostname / Domain
Production Interface
Management Interface
Time Serwvers (NTE)

Users

Tools
2dvanced

Reboot
Shutdown

2. Enter0 to select the Information option.
3. Press theEnterkey to select OK.

The Information Menu displag.

Information Menu
Select one aof the choices:

I Applications

2 System

11



3. Configuring Your Server via the System Console

4. Enter1 to select the Applications option.
5. Press theEnterkey to selectOK.

The Moduleswindow displays.

Hodules
WidyoCLI: @.08.1
WidyoConsole: O.0.1
VidyoDiagnostics: 2.0.0.4
VidyoGateway: 3.3.08.30
VidyobatewaylegacyImport: 0.0,1
WidyoHaMail: 1.0.0
VidyoPlatform: 1.8.@

WidyoPlatformLegacyImport: 0.08.1
WidyoRecovery: @,8,1
VidyoSupport: @.0.1

WidyolUpdate: 0.0.1

This window displays the list othe platform applications and the version number of each
one. This information is mostly internal and usefuldr troubleshooting by the Vidyo
Customer Support team.

Viewing System Information

To view system information:
1. Login to the System Console.

For more information, seeLogging in to the System Console and Changing the Default
Password.
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The Main Menu displays.

Main Mesnu
Select one of the choices:

Informatior

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTPE)

Users

Tools
dvanced

Reboot
Shutdown

2. Enter0 to select the Information option.
3. Press theEnterkey to selectOK.

The Information Menu displays.

Information Menu
Select one of the choices:

[1Applications
2

System

13
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4. Enter2 to select the System option.
5. Press theEnterkey to selectOK.

The Systemwindow displays.

System
TIME: 2015-10-14 23:35:04
DISK: G.1GS 128G [ 5% uwsed)

This window displays the system timethe used disk space, the available disk space, and
the percentage used.

Setting the Hostname and the Domain

Your Vidyo server default IP i492.168.1.110and should be changed to align with your local area
network.

Note A network setup must be performed for each of your Vidyo servers.

To set the hosthame and the domain:
1. Login to the System Console.

For more information, seeLogging in to the System Console and Changing the Default
Password.
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The Main Menu displays.

Main Menu
Select one of the choices:

Information

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
Bdvanced

Eeboot
Shutdown

2. Enter1 to selectthe Hostname/Domainoption.
3. Press theEnterkey to selectOK.

The Hostnamewindow displays.

Hostname
Flease enter a new hostname.

[hostnane

< Cancel>

4. Enterthe hostname.

5. Press theEnterkey to select OK.

15
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The Domainwindow displays.

Domain
Flease enter a new domain.

lexample.col

6. Enter thedomain.
7. Press the Enterkey to select OK.

The Confirmwindow displays.

Confirm
New FQDN: hosthname.example.com

Are you sure?

8. Pressthe Enterkey to selectYes.

A message displays stating 06Changes saved. Reb
effect. 6

Hessage
Changes saved. Reboot REQUIRED for changes to take
effect.
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3. Configuring Your Server via the System Console

9. Press theEnterkey to select OK.

Configuring the Production Interface

Static routes are used in deployments where Vidyo servers are in a DMZ between two segregated
firewalls with no route for either internal or external traffic. Network Routes are also used when the
Management Interface is enabled and you want to route traffiacross that network.

Note Vidyo recommendsthat this feature not replace adding proper network router to your DMZ
to handle the proper subnet routes. Static route setup can lead to security vulnerabilities
and should only be configured by advanced network admistrators. Vidyo is not
responsible for any possible security risk resulting from static route configurations.

Currently, you can only add a static route for one host at a time. Adding static routes for a
range of IP addresses (or subnet) is not supportd at this time.

Viewing the Production Interface Active Information
The Production Interface Active Information window provides important information about the
Production Interface, such as the currently configured IP address, link status, and duplex set)s.
To view the Production Interface active information:

1. Login to the System Console.

For more information, seeLogging in to the System Console and Changing the Default
Password.

17
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The Main Menu displays.

Main Menu
Select one of the choices:

Informatior

Hostname / Domain
Production Interface
Management Interface
Time Serwvers (NTE)

Users

Tools
2dvanced

Reboot
Shutdown

2. Enter2 to select the Production Interfaceoption.
3. Press theEnterkey to selectOK.

The Production Interface Menu displays.

Production Interface Menu
Select one of the choices:

Active Information
IPv4 Configuratior
IPv4 Static Routes
IPvE Configuration
Interface Configuration

18
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4. Enter0 to select the Active Informationoption.

5. Press theEnterkey to selectOK.

The Product Interface Active Informationvindow displays.

Production Interface Active Information
MAC: 44:35:42:3d:64:035
LIME: Connected @ 10007 full
HTU: 1580
IFv4 bddresses:
172.16.44,37/24
IFvd Routes:
default vis 172.16.44.1
172,16, 44,0/ 24
IFvE Addresses:
2001 :db5: 2:0:1clb: 56bc:bcl 446b/ 64 global
2001 :dbE: 204688 42FF i fe3d: 0403764 zlobal
2081 :dbS:3:0:1clb: S6bc: bl 446b/ 64 global

-
<K

Configuring the IPv4 Production Interface

This section describes how tomanually enable and disable the IPv4 Production Interface, how to
configure IPv4 static and dynamicroutes, and how to add and remove static routes

Manually Disabling and Enalting the IPv4 Production Interface

To manually disableor enable the IPv4 Production Interface

1. Login to the System Console.

For more information, seeLogging in to the System Console and Changing the Default

Password.
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3. Configuring Your Server via the System Console

The Main Menu displays.

Main Menu
Select one of the choices:

Information

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
Bdvanced

Eeboot
Shutdown

2. Enter2 to select the Production Interfaceoption.

3. Press theEnterkey to selectOK.
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3. Configuring Your Server via the System Console

The Production Interface Menudisplays.

Production Interface Menu
Select one of the choices:

Active Information
IPv4 Configuratior
IPv4d Static Routes
IPvEé Configuration
Interface Configuration

4. Enter4 to select the IPv4 Configurationoption.

5. Press theEnterkey to selectOK.

Froduction Interface
Froduction Interface IPv4:

MANUALIID i sabled
STATIC Fixed Configuration
DHCP Dynamic Configuration

<Cancel>

6. EnterMto select the MANUAL option.
7. Press theEnterkey to selectOK.
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3. Configuring Your Server via the System Console

If the current state of the Produdion Interfaceis enabled, you are asked to canfirm if you
want to disable it. f the current state of the Produdbn Interface is disabled, you are asked
to confirm if you want to enable it

Confirm
Turn off IFwd on the Froduction Interface?
Are you sure?

8. Press theEnterkey to selectYes.

A message displays stating 06Changes saved. Reb
effect. 6

Message
Changes saved. Reboot REQUIRED for changes to take
effect.

9. Press theEnterkey to select OK.

Configuring an IPv4 Static Production Interface
To configure an IPv4 Production Interface
1. Login to the System Console.

For more information, seeLogaqing in to the System Console and Changing the Default
Password.
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3. Configuring Your Server via the System Console

The Main Menu displays.

Main Menu
Select one of the choices:

Informatior

Hostname / Domain
Production Interface
Management Interface
Time Serwvers (NTE)

Users

Tools
2dvanced

Reboot
Shutdown

2. Enter2 to select the Production Interfice option.
3. Press theEnterkey to selectOK.

The Production Interface Menudisplays.

Production Interface Menu
Select one of the choices:

Active Information
IPv4 Configuratior
IPv4 Static Routes
IPve Configuration
Interface Configuration
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3. Configuring Your Server via the System Console

4. Enter4 to select the IPv4 Configurationoption.

5. Press theEnterkey to selectOK.

Production Interface
Froduction Interface IFwvw4d:

MAHUAL Disabled

TATI(@EFixed Configuratio

[DHCP Dynamic Configuration

<Cancel*

6. EnterSto select the STATICoption.
7. Press theEnterkey to selectOK.

8. Delete the existing IPv4 address and enter a new one.

Production Interface
Flease enter a new IFv4 address,

l192. 168.1.118

<Lancel*

9. Press theEnterkey to select OK.
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10. Delete the existing IPv4 subnet mask and enter a new one.

Production Interface
Please enter a new IPv4 subnet mask.

l255.255.255.3

<Cancel*

11. Press theEnterkey to select OK.

12. Delete the existing IPv4 gateway and enter a hew one.

Production Interface
Flease enter a new IPv4 gateway.

l192.163‘1.1

13. Press theEnterkey to select OK.

14. Delete the existing Domain Name Server and enter up to three.

Domain Name Servers
Flease enter up to three IPv4 addresses of the domain
name servers separated by spaces.

[12?.3.3.1

<Cancel>

15. Press theEnterkey to select OK.
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3. Configuring Your Server via the System Console

The Confirmwindow displays.

Confirm
Froduction Interface IFw4
Address:192,165.1.110
Netmask:255,255,255.0
Gateway:192.1658.1.1
Domzin Mame Servers:
127 .0.8.1

Are you sure?

16. Press theEnterkey to select Yes.

A message displays stating 0Changes saved. Reb
effect.6

17. Press theEnterkey to select OK.

For more informationabout configuring the Production and Management interfacessee
Configuring Your Vidyo Serverd6s Management 1[I nt

Configuring an IPv4 DHCP Prodation Interface
To configure an IPv4 DHCP Production Interface
1. Login to the System Console.

For more information, seeLogging in to the System Console and Changing the Default
Password.
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3. Configuring Your Server via the System Console

The Main Menu displays.

Main Menu
Select one of the choices:

Informatior

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
Ldvanced

Reboot
Shutdown

2. Enter2 to select the Production Interfaceoption.
3. Press theEnterkey to selectOK.

The Production Interface Menudisplays.

Production Interface Menu
Select one of the choices:

Active Information
IPvd Configuratior
IPvd Static Routes
IPvEé Configuration
Interface Configuration
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3. Configuring Your Server via the System Console

4. Enter4 to select the IPv4 Configurationoption.

5. Press theEnterkey to selectOK.

Froduction Interface
Production Interface IFvs:

MANUAL Disabled
STATIC Fixed Configuration

[DHCP Dynamic Configuratio

T <Cancel>

6. EnterDto select the DHCP option.
7. Press theEnterkey to selectOK.

The Confirmwindow displays.

Confirm
DHCF setting take priority for search domain, DMS
servers, WNTP serwers, and Metwork MTU,
Lre you sure?

8. Press theEnterkey to selectYes.

A message displays stating o0Changes saved. Reb
effect. ¢

9. Press theEnterkey to select OK.
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Configuring IPv4 Static Routes

This sectiondescribes how to add and remove IPv4 static routes.
The VidyoGateway system supports IPv4 only or IPv6 only mode. Dual stack mode is not
supported.
Adding IPv4 Static Routes
To add IPv4 Static putes:
1. Log in to the System Console.

For more information, se Logging in to the System Console and Changing the Default
Password.

The Main Menu displays.

Main Menu
Select one of the choices:

Information

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
Bdvanced

Eeboot
Shutdown

2. Enter2 to select the Production Interfaceoption.

3. Press theEnterkey to selectOK.
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The Production Interface Menudisplays.

Production Interface Menu
Select one of the choices:

Active Information
IPv4 Configuration
IPv4d Static Routes
IPve Configuration
Interface Configuration

4. Enter5 to select theIPv4 Static Routesoption.
5. Press theEnterkey to selectOK.

The /Pv4 Static Routesvindow displays.

IP¥4 Static Routes
Network/Frefix Gateway

| Wrdd

F  Remove

6. EnterAto select the Add option.

7. Press theEnterkey to selectOK.
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8. Delete the existing IP4 address and enter a new one.

Production Interface
Flease enter a new IFv4 address,

{192*163.1*113

<Cancel>

9. Press theEnterkey to select OK.

10. Delete the existing IP4 subnet mask and enter a new one.

Production Interface
Please enter a new IPv4 subnet mask.

[255-255-255-0

11. Press theEnterkey to select OK.

12. Delete the existing IP4 gateway and enter a new one.

Froduction Interface
Please enter a new IPv4 gateway.

l192.168‘1.1

31



3. Configuring Your Server via the System Console

13. Press theEnterkey to select OK.

14. Delete the existing Domain Name Semr and enter up to three.

Domain Mame Servers
Flease enter up to three IPv4 addresses of the domain
nhame servers separated by spaces.

127.8.8.1

< ancel>

15. Press theEnterkey to select OK.

The Confirmwindow displays.

Confirm
Production Interface IPw4
fddress:192,.1658.1,110
Metmask:255,255,255.0
Gateway:192.165.1.1
Domain Name Servers:
127.0.0.1

Are you sure?

16. Press theEnterkey to selectYes.

A message displays stating 06Changes saved. Reb
effect. 6

17. Press theEnterkey to selectOK.

For more information about configuring the Production and Management interfaces, see
Configuring Your Vidyo Serverds Management I nt

Removing IPv4 Static Routes
To remove IPv4 static routes:
1. Login to the System Console.

For more information, seeLogaqing in to the System Console and Changing the Default
Password.
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The Main Menu displays.

Main Menu
Select one of the choices:

Informatior

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTE)

Users

Tools
Ldvanced

Eeboot
Shutdown

2. Enter2 to select the Production Interfaceoption.
3. Press theEnterkey to select OK.

The Production Interface Menudisplays.

Production Interface Menu
Select one of the choices:

Active Information
IPv4d Configuratior
IPv4 Static Routes
IPvé Configuration
Interface Configuration

4. Enter5 to select theIPv4 Static Routesoption.
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5. Press theEnterkey to selectOK.
The /Pv4 Static Routesvindow displays.

IPv4 Static Routes
Network/Prefix Gateway

A ddh

F. Remove

6. EnterRto select the Remove option.
7. Press theEnterkey to selectOK.
The /Pv4 Satic Routeswindow displays.

IPv4 Static Routes
Choose the static route to remove:

192.168.4.23

<K > < back »

8. Select the static route to remove.
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3. Configuring Your Server via the System Console

9. Press theEnterkey to select OK.

A message displays stating o0Changes saved.
effect. o

10. Press theEnterkey to select OK.

Configuring the IPv6 Production Iterface

This section describes how to manually enable and disable the IPv6 Production Interface, how to
configure IPv6 static and dynamic routes, and how to add and remove static routes.
Manually Disabling and Enabling the IPv6 Production Interface
To manually disable or enable the IPv6 Production Interface
1. Login to the System Console.

For more information, seeLogging in to the System Console and Changing the Default
Password.

The Main Menu displays.

Main Menu
Select one of the choices:

Information

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
Bdvanced

Eeboot
Shutdown

2. Enter2 to select the Production Interface option.

3. Press theEnterkey to selectOK.
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3. Configuring Your Server via the System Console

The Production Interface Menudisplays.

Production Interface Menu
Select one of the choices:

Active Information
IPv4 Configuratior
IPv4 Static Routes
IPve Configuration
Interface Configuration

4. Enter6 to select theIPv6 Configurationoption.

5. Press theEnterkey to selectOK.

Froduction Interface
Froduction Interface IFvG:

HANUAL D sabled

STATIC Fixed Configuratiaon

DHCP Dynamic ConTiguration

AUTO Stateless bdutomatic Configuration

<Cancel=

6. EnterMto select the MANUAL option.

7. Press theEnterkey to selectOK.
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3. Configuring Your Server via the System Console

If the current state of theProduction Interface is enabled, you are asked to cafirm if you
want to disable it. f the current state of theProduction Interface is disabled, you are asked
to confirm if you want to enable it.

Confirm
Turn off IPw4 aon the Production Interface?
Are you sure?

8. Press theEnterkey to selectYes.

A message displays stating 0Changes saved. Reb
effect. o

9. Press theEnterkey to select OK.

Configuring an IPv6 StatidProduction Interface
To configure an IPv6 staticProduction Interface
1. Login to the System Console.

For more information, seeLogging in to the System Console and Changing the Default
Password.

37



3. Configuring Your Server via the System Console

The Main Menu displays.

Main Menu
Select one of the choices:

Informatior

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
Advanced

Eeboot
Shutdown

2. Enter2 to select the Production Interface option.
3. Press theEnterkey to select OK.

The Productioninterface Menudisplays.

Production Interface Menu
Select one of the choices:

Active Information
IPv4 Configuratior
IPv4 Static Routes
IPVE Configuration
Interface Configuration
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4. Enter6 to select the IPv6 Configurationoption.

5. Press theEnterkey to selectOK.

Froduction Interface
Froduction Interface IFvG:

HANUAL D sabled

STATIC Fixed Configuratiaon

DHCP Dynamic ConTiguration

AUTO Stateless bdutomatic Configuration

<Cancel=

6. EnterSto select the STATICoption.
7. Press theEnterkey to selectOK.

8. Delete the existing IP8 address and enter a newone.

Production Interface
Flease enter a new IFv6 address.

{fc&&::ll@

=Cancel*

9. Press theEnterkey to select OK.
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10. Delete the existing IP% address and enter a new one.

Production Interface
FPlease enter a new IFvE address,

{fcﬂﬂ::llﬂ

<Cancel=

11. Press theEnterkey to select OK.

12. Delete the existing IP8 gateway and enter a new one.

Production Interface
Please enter a new IPwG gateway.

{fcﬂﬂ::l

=Cancel>

13. Press theEnterkey to select OK.
14. Delete the existing Domain Name Serer and enter up to three.
Froduction Interface

Please enter up to three IPv6 addresses of the domain
name servers separated by spaces.

[

<Cancel>

15. Press theEnterkey to select OK.
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3. Configuring Your Server via the System Console

The Confirmwindow displays.

Confirm
Froduction Interface IFvG
Address: fc@@: (110
Netmask: 64
Gateway: fcOm: 1
Domain Name Serwvers:
g adl

Are you sure?

16. Press theEnterkey to selectYes.

A message displays stating 06Changes saved. Reb
effect. 6

17. Press theEnterkey to selectOK.

For more information about configuring the Production and Management interfaces, see
Configuring Your Vidyo Serverds Management I nt

Configuring Stateless Automatic Configuration
To configure stateless adomatic configuration:
1. Login to the System Console.

For more information, seeLogging in to the System Console and Changing the Default
Password.
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The Main Menu displays.

Main Menu
Select one of the choices:

Informatior

Hostname / Domain
Production Interface
Management Interface
Time Serwvers (NTE)

Users

Tools
2dvanced

Reboot
Shutdown

2. Enter2 to select the Production Interfa@ option.
3. Press theEnterkey to selectOK.

The Productioninterface Menudisplays.

Production Interface Menu
Select one of the choices:

Active Information
IPv4 Configuratior
IPv4 Static Routes
IPvé Configuration
Interface Configuration
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4. Enter6 to select the IPv6 Configurationoption.

5. Press theEnterkey to selectOK.

Froduction Interface
Froduction Interface IFvG:

#ARUAL JIDi sabled

STATIC Fixed Configuratiaon
DHCP Dynamic ConTiguration
AUTO Stateless bdutomatic Configuration

<Cancel=

6. EnterAto select the AUTOoption.
7. Press theEnterkey to selectOK.

The Confirmwindow displays.

Confirm

Lre you sure?

8. Press theEnterkey to selectYes.

A message displays stating 0Changes saved. Reb
effect. ¢

9. Press theEnterkey to selectOK.
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Configuring the MTU and Auto Negotiation for the Production
Interface

Configuring the Maximum Transmission Unit (MTU)
To configurethe Maximum Transmittion Unit (MTU)
1. Log in to the System Console.

For more information, seeLogging in to the System Console and Changing the Default
Password.

The Man Menu displays.

Main Menu
Select one of the choices:

Information

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
Bdvanced

Eeboot
Shutdown

2. Enter2 to select the Production Interfaceoption.

3. Press theEnterkey to selectOK.
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3. Configuring Your Server via the System Console

The Productioninterface Menudisplays.

Production Interface Menu
Select one of the choices:

Active Information
IPv4 Configuratior
IPvd Static Routes
IPvE Configuration
Interface Configuration

4. Enter9 to select the Interface Configurationoption.

5. Press theEnterkey to selectOK.

The Production Interace Menu displays.

Production Interface Menu
Select one of the choices:

i Maximum Transmission Unit (MTU)
1 ARuto Negotiation
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6. Enter0 to select the Maximum Transmission Unit (MTUpption.

7. Enter the MTU of the networks in bytes.

Froduction Interface
Flease enter the maximum transmission wunit (MTU) of the
network in bytes.

{15@@

<Cancel=

8. Press theEnterkey to selectOK.

A Confirmwindow displays.

Confirm
Froduction Interface MTU: 150@
Are you sure?

9. Press theEnterkey to selectYes.

A message di s pl aeysaved Rebdoi REQUIRED forachnagges to take
effect. 6

10. Press theEnterkey to select OK.

Configuring Auto Negotiation
To configure auto negotiatior
1. Login to the System Console.

For more information, seelLogaqing in to the System Console and Changing the Default
Password.
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3. Configuring Your Server via the System Console

The Main Menu displays.

Main Menu
Select one of the choices:

Informatior

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTE)

Users

Tools
Ldvanced

Eeboot
Shutdown

2. Enter2 to select the Production Interfaceoption.
3. Press theEnterkey to selectOK.

The Productioninterface Menudisplays.

Production Interface Menu
Select one of the choices:

Active Information
IPv4 Configuratior
IPv4 Static Routes
IPvé Configuration
Interface Configuration
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3. Configuring Your Server via the System Console

4. Enter9 to select the Interface Configuration option.

5. Press theEnterkey to selectOK.

Production Interface Menu
Select one of the choices:

E Maximum Transmission Unit
1 BRuto Negotiation

< Back >

6. Enterl to select the Auto Negotiationoption.

7. Press theEnterkey to selectOK.

Production Interface Menu
Select one of the choices:

{@Enable Ruto Negotiatior
0 Disable Ruto Negotiation

< Back >
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8. Enter1l to enable Auto Negotiation or entel0 to disable Auto Negotiation.
9. Press theEnterkey to selectOK.

A Confirmwindow displays.
10. Press theEnterkey to select Yes.

A message displays stating 0Changes saved. Reb
effect. o

11. Press theEnterkey to select OK.

Configuring the Management Interface

Static routes are used in deployments where Vidyo seers are in a DMZ between two segregated
firewalls with no route for either internal or external traffic. Network Routes are also used when the
Management Interface is enabled and you want to route traffic across that network.

Note Vidyo recommendsthat this feature not replace adding proper network router to your DMZ
to handle the proper subnet routes. Static route setup can lead to security vulnerabilities
and should only be configured by advanced network administrators. Vidyo is not
responsible for any possille security risk resulting from static route configurations.

Currently, you can only add a static route for one host at a time. Adding static routes for a
range of IP addresses (or subnet) is not supported at this time.

The Management Interface should nobe used to transfer any media.

Viewing the Management Interface Active Information
The Management Interface Active Informatiowindow provides important information about the
Management Interface, such as the currently configured IP address and the linkatus.
Toview the Management Interface active information
1. Login to the System Console.

For more information, seeLogging in to the System Console and Changing the Default
Password.
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The Main Menu displays.

Main Menu
Select one of the choices:

Informatior

Hostname / Domain
Production Interface
Management Interface
Time Serwvers (NTE)

Users

Tools
2dvanced

Reboot
Shutdown

2. Enter 3 to select the Management Interfaceoption.
3. Press theEnterkey to selectOK.

The Managementinterface Menudisplays.

Management I
Select one of the choices:

Active Information
IPv4 Configuratior
IPv4d Static Routes
Interface Configuration
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4. Enter0 to select the Active Informationoption.

5. Press theEnterkey to selectOK.

The Management Interface Active Informationwindow displays.

Hanagement Interface Active Information
MAC: 4d4:ad:42:3d:a4:04
LINK: Connected @ 4294967295/unknown
MTU: 1500
IPv4 Addresses:

IFv4 Routes:

Statistics:
collisions:@
multicast:0
rx_bytesi@
r¥%_compressed:Q

Configuring the IPv4 Management Interface

This section describes how to manually enable and disable the IPv4 Production Interface, how to
configure IPv4 static and dynamic routes, and how to add and remove static routes.

Manually Disabling andEnabling the IPv4 Management Interface

To manually disableor enable the IPv4 Management Interface

1. Login to the System Console.

For more information, seeLogging in to the System Console and Changing the Default

Password.
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The Main Menu displays.

Main Mesnu
Select one of the choices:

Informatior

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTPE)

Users

Tools
dvanced

Reboot
Shutdown

2. Enter3 to select the Management Interfaceoption.
3. Press theEnterkey to selectOK.

The Managementinterface Menudisplays.

Management Interface Menu
Select one of the choices:

Bctive Information
IPv4 Configuratior
IPv4 Static Routes
Interface Configuration

4. Enter4 to select the IPv4 Configurationoption.
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5. Press theEnterkey to selectOK.

Hanagement Interface
Management Interface IFw4d:

MANUALRIDi sabled

STATIC Fixed Configuration

<Cancel>

6. EnterMto select the MANUAL option.
7. Press theEnterkey to selectOK.

If the current state of theManagement Interface is enabled, you are asked to confirm if you
want to disable it; if the current state of theManagement Interface is disabled, you are
asked to confirm if you want to enable it.

Confirm
Turn off the Management Interface?
Are you sure?

8. Press theEnterkey to selectYes.

A message displays stating 0Changes saved. Reb
effect. 6

9. Press theEnterkey to select OK.
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Configuring an IPv4 Static Management Interface
To configure an IPv4 static Management Interface
1. Log in to the System Console.

For more information, seeLogging in to the System Console and Changing the Default
Password.

The Main Menu displays.

Main Menu
Select one of the choices:

Information

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
Ldvanced

Reboot
Shutdown

2. Enter3 to select the Management Interfaceoption.

3. Press theEnterkey to selectOK.
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The Managementinterface Menudisplays.

Management Interface Menu
Select one of the choices:

Active Information
IPvd Configuratior
IPv4 Static Routes
Interface Configuration

4. Enter4 to select the IPv4 Configurationoption.
5. Press theEnterkey to selectOK.
6. EnterSto select the STATICoption.

Hanagement Interface
Management Interface IPwv4d:

MAHUALIIDi sabled

STATIC Fixed Configuratiaon

<Cancel>

7. Press theEnterkey to selectOK.
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8. Delete the existing IPv4 address and enter a new one.

Management Interface
Please enter a new IPv4 address.

l192.168.2.110

<Cancel>

9. Press theEnterkey to selectOK.

10. Delete the existing IPv4 subnet mask and enter a new one.

Management Interface IPv4
Please enter a new IPv4 subnet mask.

l255.255.255.0

11. Press theEnterkey to selectOK.

The Confirmwindow displays.

Confirm
Management Interface IPv4
Lddress:192.168.2.110
Netmask:255.255.255.0

Are you sure?
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12. Press theEnterkey

A message
effect. o

13. Press theEnterkey

di spl ays

to selectYes.

to selectOK.

stati

ng

0Changes

saved.

For more information about configuring the Production and Management interfaces, see

Configur.

ng Your Vi

dv o

Serverds

Configuring IPv4 Static Routes

This section describes how to add and remove IPv4 static routes.

Management

The VidyoGateway system supports IPv4 only or IPv6 only mode. Dual stack mode is not

supported.

Adding IPv4 Staic Routes

To add IPv4 Static Routes:

1. Login to the System Console.

For more information, seeLogging in to the System Console and Changing the Default

Password.

The Main Menu dis

Select one of

plays.

Main Menu
the choices:

Information

Hostname / Domain
Production Interface

Management Interface
Time Servers (NTP)

Users

Tools
bdvanced

Eeboot
Shutdown

2. Enter3 to select the Management Interfaceoption.

3. Press theEnterkey

to selectOK.
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The Managementinterface Menudisplays.

Management Interface Menu
Select one of the choices:

Active Information
IPvd Configuratior
IPv4 Static Routes
Interface Configuration

4. Enter5 to select theIPv4 Static Routesoption.
5. Press theEnterkey to selectOK.

The /Pv4 Static Routesvindow displays.

IPv¥4 Static Routes
Network/Frefix Gateway

|/ IAdd

FE  Eemove

6. EnterAto select the Add option.

7. Press theEnterkey to selectOK.
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The /Pv4 Static Routs window displays.

IPv4 Static Routes
Please enter a new network and network prefix in CIDR
notation. Ex: 192.168.3.68/24.

192.168.3.08/24

<Cancel>

8. Enter a new network with the prefix in CIDR notation (e.g., 192.168.3.0/24).
9. Press theEnterkey to selectOK.

10. Enter a new network gateway.

IPv4 Static Routes
Flease enter the network gateway.

1192.153.4.23

<Cancel>

11. Press theEnterkey to selectOK.

The Confirmwindow displays.

Confirm
Adding the following route:
192.165.3.0/24 via 192.165.4.23

Lre you sure?
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12. Press theEnterkey to selectYes.

A message displays stating o0Changes saved. Reb
effect. o

13. Press theEnterkey to select OK.

Removing IPv4 Static Routes
To remove IPv4 static routes:
1. Login to the System Console.

For more information, seelLogaqing in to the System Console and Changing the Default
Password.

The Main Menu displays.

Main Menu
Select one of the choices:

Information

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
Rdvanced

Eeboot
Shutdown

2. Enter3 to select the Management Interfaceoption.

3. Press theEnterkey to select OK.
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The Managementinterface Menudisplays.

Management Interface Menu
Select one of the choices:

Active Information
IPv4d Configuration
IPv4 Static Routes
Interface Configuration

4. Enter5 to the IPv4 Static Routesoption.
5. Press theEnterkey to selectOK.

The /Pv4 Static Routesvindow displays.

IFv4 Static Routes
Network/Prefix Gateway

| [Add

F.  Remove

6. EnterRto select the Remove option.

7. Press theEnterkey to selectOK.
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The /Pv4 StaticRouteswindow displays.

IFv4 Static Routes
Choose the static route to remove:

192.168.4.23

8. Select the static route to remove.
9. Press theEnterkey to select OK.
The Confirmwindow displays.

10. Press theEnterkey to selectYes.

A message displays stating 0Changes saved. Reb

effect. 6

11. Press the Enterkey to select OK.

Configuring the MTU and Auto Negotiation for the Management
Interface

Configuring the Maximum Transmission Unit (MTU)
To configurethe Maximum Transmittion Unit (MTU)
1. Login to the System Console.

For more information, seelLogaqing in to the System Console and Changing the Default
Password.
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The Main Menu displays.

Main Menu
Select one of the choices:

Informatior

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
Advanced

Eeboot
Shutdown

2. Enter3 to select the Management Interfaceoption.
3. Press theEnterkey to selectOK.

The Managementinterface Menudisplays.

Management Interface Menu
Select one of the choices:

Bctive Information
IPv4 Configuratior
IPvd Static Routes
Interface Configuration
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4. Enter9 to select the Interface Configurationoption.

5. Press theEnterkey to selectOK.

Management Interface Menu
Select one of the choices:

OfiMaximum Transmission Unit
1 BRuto Negotiation

6. Enter0 to select the Maximum Transmission Unit (MTUpption.
7. Press theEnterkey to selectOK.
8. Enter the MTU of the networks in bytes.

Management Interface
Please enter the maxzimum transmission unit (MTU) of the
netwark in bytes,

[15@@

<Cancel>

9. Press theEnterkey to select OK.
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A Confirmwindow displays.

Confirm
Management Interface MTU: 1500
Are you sure?

10. Press theEnterkey to select Yes.

A message displays stating 0Changes saved. Reb
effect. o

11. Press theEnterkey to select OK.

Configuring Auto Negotiation
To configure auto negotiation
1. Login to the System Console.

For more information, seeLogging in to the System Console and Changing the Default
Password.
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The Main Menu displays.

Main Menu
Select one of the choices:

Informatior

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
Advanced

Eeboot
Shutdown

2. Enter3 to select the Management Interfaceoption.
3. Press theEnterkey to selectOK.

The Managementinterface Menudisplays.

Management Interface Menu
Select one of the choices:

Active Information
IPvd Configuratior
IPv4 Static Routes
Interface Configuration
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4. Enter9 to select the Interface Configurationoption.

5. Press theEnterkey to selectOK.

Management Interface Menu
Select one of the choices:

E Maximum Transmission Unit
1 Auto Negotiation

6. Enterl to select the Auto Negotiationoption.

7. Press theEnterkey to selectOK.

Management Interface Menu
Select one of the choices:

|@Enable Auto Negotiatior
0 Disable Ruto Negotiation

8. Enterl to enable AutoNegotiation or enterO to disable Auto Negotiation.
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A Confirmwindow displays.
9. Press theEnterkey to selectYes.

A message displays stating 0Changes saved. Reb
effect. o

10. Press theEnterkey to select OK.

Configuring Time Severs (NTP)

To configure time servers (NTP):
1. Log in to the System Console.

For more information, seeLogging in to the System Console and Changing the Default
Password.

The Main Menu displays.

Main Menu
Select one of the choices:

Information

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
2dvanced

Eeboot
Shutdown

2. Enter4 to select the Time Servers (NTPpption.
3. Press theEnterkey to select OK.

If you have DHCP configured,ane s sage di spl ays stating O0The na
DHCP take priorityw er t he val ues confi gur e &ntehkeyrtoe 6 and vy
select OK.

4. Enter wp to three network time servers separated by a space (e.g., pool.ntp.org).

5. Press theEnterkey to select OK.
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A Confirmwindow displays.

Confirm
Network Time Serwvers
pool.ntp. arg

Are you sure?

Press theEnterkey to select Yes.

A message di sSyrctnesithsimeaerverspw?0rimeservers must be
reachable. Are you sure®

Press theEnterkey to select OK.
Amessage di s pSysiegdimesupdatedd ng o

Configuring Users

System Console user accounts can be used on the VidyoPortal, the VidyoRouter, and the
VidyoGateway.

The System Console allows fothe creation of up to ten System Console user accounts.

Note

In addition to accessing the System Console menu, the ten System Console accounts can
also access the VidyoGateway Admin Pages.

Each new System Console account has a default password gbassword, which is case
sensitive.

The System Console accounts force a password change on first login. To prevent the use
of default passwords, each new System Console user must be present at the local console
during account creation. That user must log in and changeheir password and it must

meet password complexity requirements.

ViewingActive User Information

To view active user informatiorn

1. Log in to the System Console.
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For more information, seeLogging in to the System Console and Changing the Default
Password.

The Main Menu displays.

Main Menu
Select one of the choices:

Information

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
Bdvanced

Eeboot
Shutdown

2. Enter5 to select the Users option.
3. Press theEnterkey to select OK.

The Password required to contine window displays.

Password required to continue.
Please enter your password to continue.

l

T <Cancel>

4. Enter your password.

5. Press theEnterkey to select OK.
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The Admin Users Management Menu displays.

Admin Users Management Menu
Select one of the choices:

Active Information

Remove User
Change Password
RADIUS Ruthentication

6. EnterO to select the Active Informationoption.
7. Press theEnterkey to selectOK.

The Users Active Informationwvindow displays.

Users Active Information
CUREENT USEER: admin
USERS:
admin
admin3
lamant

8. Press theEnterkey to select OK.

Adding Users

To add users:

1. Login to the System Console.
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For more information, seeLogging in to the System Console and Changing the Default
Password.

The Main Menu displays.

Main Menu
Select one of the choices:

Information

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
Advanced

Eeboot
Shutdown

2. Enter5 to select the Users option.
3. Press theEnterkey to selectOK.

The Password required tocontinuewindow displays.

Password required to continue.
FPlease enter your password to continue.

l

<Cancel>

4. Enter your password.

5. Press theEnterkey to select OK.
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The Admin Users Management Menu displays.

Admin Users Management Menu
Select one of the choices:

Active Information

Remove User
Change Password
RADIUS Ruthentication

6. Enterl to select the Add Users option.
7. Press theEnterkey to selectOK.

Admin Users Management Henu
Flease enter the new username.

[Adm1n3

=Cancel>

8. Enter the username of the user you are adding.

73



3. Configuring Your Server via the System Console

9. Pressthe Enterkey to select OK.

10. EnterO to select the Local option.

Admin Users Management Menu
Please select the authentication mechanism.

! Local
1 RADIUS

11. Press theEnterkey to selectOK.

12. Enter the password of the user you are adding.

Admin Users Hanagement Henu
Enter the new password of Admin3.

|

<Cancel*

Enter a unique password that follows thee password complexity requirements:
When selecting a new password follow these guidelines:

A The password should not be based on the dictionary.

A The password should not be too similar to the old password.

The default setting is at leasthree characters should be different from the old
password.
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A The password should not ke too simple or too short.

The algorithm here is a point system to satisfy the mimum password length (the
default is lengtheight characters). The password gts extra points if it contains a
number, upper case, lower case or special character. Each point is equivalent toone
character.

A The password should not be a case change of the old password or should not be the
reverse of the old password.

13. Press theEnterkey to select OK.

Admin Users Management Menu
Enter the new password of &dmin3 again to confirm,

|

<Cancel>

14. Enter the password again to confirm it.

I f the passwor dsbepgramptédto tiyagiim. Hthe pgsewor@ld match, the
System Console menu opens immediately.

Note When you need to reset the password,use option 3. Change Password. This functionality
is only available for local admin accounts.

For more information, seeChanging User Passwords

15. Press theEnterkey to select OK.
A message di s[skrphgsdeen addedd ng o
16. Press theEnterkey to select OK.

Removing Users

Toremove users
1. Login to the System Console.

For more nformation, seelLogaqing in to the System Console and Changing the Default
Password.
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The Main Menu displays.

Main Menu
Select one of the choices:

Information

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
Bdvanced

Eeboot
Shutdown

2. Enter5 to select the Users option.
3. Press theEnterkey to selectOK.

The Password required to continuenindow displays.

Password required to continue.
Flease enter your password to continue.

|

<_OK > <Cancel>

4. Enter your password.

5. Press theEnterkey to select OK.
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The Admin Users Management Menu displays.

Admin Users Management Menu
Select one of the choices:

Active Information
Remove User

Change Password
RADIUS Ruthentication

6. Enter2 to select the Remove Usersoption.

Admin Users Management Menu
Choose the user remove:

lamont
Ldmind

7. Select the user you want to remove.

8. Press theEnterkey to select OK.
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The Confirmwindow displays.
9. Press theEnterkey to selectYes.
A message displays stating o0[User] has been re

10. Press theEnterkey to select OK.

Changing User Passwords

To change user passwords
1. Log in to the System Console.

For more information, seelLogaqing in to the System Console and Chanaging the Default
Password.

The Main Menu displays.

Main Menu
Select one of the choices:

Information

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
Rdvanced

Eeboot
Shutdown

2. Enter5 to select the Users option.

3. Press theEnterkey to selectOK.
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The Password required to continuenindow displays.

Password required to continue.
Please enter your password to continue.

|

<Cancel>

4. Enter your passwod.
5. Press theEnterkey to select OK.

The Admin Users Management Menu displays.

Admin Users Management Menu
Select one of the choices:

Active Information
dd User
Remove User
Change Password
RADIUS Authentication
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6. Enter3 to select the Change Passwordoption.

7. Press theEnterkey to selectOK.

Admin Users Management Menu
Choose the user to change the password for:

admind
Sdmin3

8. Select the userwhose password you want to change
9. Press theEnterkey to select OK.

The Confirmwindow displays.
10. Press theEnterkey to select Yes.

11. Enter the new password for the user.

Admin Users Management Henu
Enter the new password of Adminz.

|

=Cancel>
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12. Press theEnterkey to select OK.

Admin Users Hanagement Henu
Enter the new password of &dmin3 again to confirm,

|

<Cancel=

13. Enter the password again to confirm it.
14. Press theEnterkey to select OK.
A message displays statiseg ]aRPassword changed f

15. Press theEnterkey to select OK.

Configuring RADIUS Authentication

For additional information, see4. Configuring RADIUS

Accessing Tools

The Tools menu enables you to access the Ping, DNS Lookup, and Traceute tools.
To access tools:
1. Login to the System Console.

For more information, seeLogging in to the System Console and Changing the Default
Password.
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The Main Menu displays.

Main Menu
Select one of the choices:

Informatior

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
Bdvanced

Eeboot
Shutdown

2. Enter6 to select the Tools option.
3. Press theEnterkey to selectOK.

The Tools menu displays.

Tools b
Select one of the choices:
1 g
2 DN5 Lookup

3 Traceroute

<K < Back >
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4. Do any of the following:
A Enter1 to test connectivity to an IP address.
A Enter2 to perform a DNS lookup.
A Enter3 to perform a traceroute.

5. Press theEnterkey to select OK.

Performing Advanced nfiguration

The Advancedscreen allows adminstrators to perform more advanced configuratiorfunctions,
such as setting SNMP, taking backups of the system, and reconfiguring SSH ports among other

Configuring FIPS
FIPS is the Federal Information Processip Standard 140-2. By default, FIPS mode igdisabled on
your Vidyo server.
FIPS Certified Modules include the following:
Vidyods SDK ha-@valdatedn FI PS 140
http://csrc.nist.gov/groups/STM/cmvp/documents/1401/1401val2012.htm

Third party applicationsd Apache, Net SNMP, OpenSSH and OpenSSL& have been built
using the FIPSvalidated OpenSSL module.

The following steps show you how to enable or disable FIPS mode frorthe System Console.
To configure FIPS:
1. Login to the System Console.

For more information, seelLogaqing in to the System Console and Changing the Default
Password.
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The Main Menu displays.

Main Menu
Select one of the choices:

Informatior

Hostname / Domain
Production Interface
Management Interface
Time Serwvers (NTE)

Users

Tools
2dvanced

Reboot
Shutdown

2. Enter7 to select the Advanced option.
3. Press theEnterkey to selectOK.

The Main Menu for the Advanced configuration displays.

Main Menu
Select one of the following modules:

OCSP Client Certificate Auth
Preshared Key

Recovery Utility

SNMFP Administration

5SH Configuration

Static Hosts

Vidyo Support
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4. Enter1 to select the FIPS Modeoption.
5. Press theEnterkey to selectOK.

The FIPS Modewindow displays. The administrator can view the current statusf FIPS
mode in the system and toggle the state. 1 FIPS is enabled, the window includes the
Disable option only; if FIPS is disabled, the window includes thdenable option only.

FIPS HMode
Status: Enabled

1 MDisable

6. Enterl to select Disable or enter 2 to select Enable.
7. Press theEnterkey to select OK.

When your system comes back online, FIPS is then disabled (or enabled) on your Vidyo
server.

Note When FIPS is enabled, theS/Ptab in the VidyoGateway Admin Portal contains Address and
Port fields. However, when FIPS is disabled, th&S/Ptab contains Address, Port, Username,
Password, and Confirm Passwordfields. For more information, seeConfiguring SIP

Settings.

Maintaining Preshared Keys

An encrypted communication channel is established between the acte cluster controller and
each node on port 49999. The channel is authenticated using are-shared key. Your system
comes with a default preshared key, but allows you to generate a uniquére-shared key for your
cluster if desired.
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Use the following steps to configure the preshared key in a VidyoGateways cluster configuration:
1. Generate the preshared key from the Active Controller.

For more information, seeGenerating a Preshared Key.

2. Export the preshared key fom the Active Controller.

For more information, seeExporting a Preshared Key.

3. Import the pre-shared key to the Standby Controller and Cluster Nodes.

For more information, seelmporting a Preshared Key.

After generating and exporting the preshared key from the Active Controller in your
VidyoGateway cluster configuration, you then import the key to your Standby Controller and
Cluster Nodes.

Generating a Preshared Key

When initially setting upa VidyoGateway clusterit is recommended to generate a unique pre-
shared key from your Active Controller

To generate a preshared key:.
1. Login to the System Console.

For more information, seeLogging in to the System Console and Changing the Default
Password.

The Main Menu displays.

Main Menu
Select one of the choices:

Information

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
Rdvanced

Reboot
Shutdown

2. Enter7 to select the Advanced option.
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3. Press theEnterkey to selectOK.

The Main Menu for the Advanced configuration displays.

Main Menu
Select one of the following modules:

FIPS Mode

OCSP Client Certificate Auth

Preshared Key
Recovery Utility
SNMP Administration
S55H Configuration
Static Hosts

Vidyo Support

4. Enter3 to select the Preshared Key option.
5. Press theEnterkey to selectOK.

The Preshared Key Menu displays.

Preshared Key Menu
Current Key: Default

| Generate
2 Import
S5 Export
4 Default
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6. Enterl to select the Generateoption.
7. Press theEnterkey to selectOK.

The Confirmwindow displays.

Confirm
Generate a new preshared key and replace the existing
ane?
fre you sure?

8. Press theEnterkey to selectYes.
A message displ ays hatratdi kgegyo yJewmep at ed. Hash:
9. Press theEnterkey to select OK.

You can nowexportthe pre-shared key.

Exporting a Preshared Key

After generating the preshared key on the Active Controller in your VidyoGateway cluster
configuration, you then expat the key from the same server. For more information about clusters,
see Configuring Access Control Settings

To export a pre-shared key:
1. Login to the System Console.

For more information, seeLogging in to the System Console and Changing the Default
Password.
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The Main Menu displays.

Main Menu
Select one of the choices:

Informatior

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
Bdvanced

Eeboot
Shutdown

2. Enter7 to select the Advanced option.
3. Press theEnterkey to selectOK.

The Main Menu for the Advanced configuration displays.

Main Menu
Select one of the following modules:

FIPS Mode|

OCSF Client Certificate Auth
Preshared Key

Recovery Utility

SNMP Administration

S5H Configuration

Static Hosts

Vidyo Support
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4. Enter3 to select the Preshared Keyoption.
5. Press theEnterkey to selectOK.
The Preshared Key Menu displays.

Freshared Key Menu
Current Key: Default

Generate

1
7 Import
E @
a4

Default

6. Enter3 to select the Exportoption.
7. Press theEnterkey to selectOK.
The Export Preshared Keyvindow displays.

Export Preshared Key
Flease enter a password that will be wsed to encrypt the
preshared key.

[passward

<Cancel>

8. Enter a password to encrypt the preslared key.
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Your encrypted preshared key displays on the screen.

Importing a Preshared Key

After generating and exporting the preshared key from the Active Controller in your VidyoGateway
cluster configuration, you then import the key to your Standby Quaroller and Cluster Nodes. For
more information about clusters, seeConfiguring Access Control Settings

To import a pre-shared key:
1. Log in to the System Console.

For more information, seeLogging in to the System Console and Changing the Default
Password.

The Main Menu displays.

Main Menu
Select one of the choices:

Information

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
2dvanced

Eeboot
Shutdown

2. Enter7 to select the Advanced option.

3. Press theEnterkey to selectOK.
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The Main Menu for the Advanced configuration displays.

Main Menu
Select one of the following modules:

OCSP Client Certificate Ruth
Preshared Key

Recovery Utility

SNMP Administration

5SH configuration

Static Hosts

Vidyo Support

4. Enter3to select the Preshared Keyoption.
5. Press theEnterkey to selectOK.
The Preshared Key Menu displays.

Freshared Key Menu
Current Key: Default

Generate
Export
Default

6. Enter2 to select the Import option.
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7. Press theEnterkey to selectOK.

The Confirmwindow displays.

Confirm
Import a preshared key?
Lre you sure?

8. Press theEnterkey to selectYes.
9. Enter the presharedkey that you previously generated.

For information about how to generate a preshared key, seeGenerating a Preshared Key.

Import Preshared Key
Flease enter the preshared key.

{anﬂILAdef?PHlTHw4xrquDLstSquBuUbXthsnfbebEMWM=

<Cancel*

10. Press theEnterkey to select OK.
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11. Enterthe same password previously usedto encrypt the pre-shared key.

Import Preshared Key
Flease enter the password wsed to encrypt the preshared
key,

{password

=Cancel*

12. Press theEnterkey to select OK.
A message di sPpeshargdskeysucaedsiully ignpotted. Hash: [key] 6
13. Press theEnterkey to select OK.

Your system is now using the preshared key you just imported.

Note Until a pre-shared key is exported from your Active Controller and imported to your
Standby Controller and Cluster Nodes, calls on your Standby Controller or Cluster Nodes
will not be visible from theStatustab in your Active Controller. For more information, see
Checking the Status of Your VidyoGateway

Selecting the Default Preshared Key

The default key is automatically used on your system when configuring your VidyoGateways as a
cluster. Therefore, you only need to select the default prehared key if you havepreviously
generated or imported one andnow want to revert to the default.

To select the defaultpre-shared key:
1. Login to the System Console.

For more information, seeLogging in to the System Console and Changing the Default
Password.
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The Main Menu displays.

Main Menu
Select one of the choices:

Informatior

Hostname / Domain
Production Interface
Management Interface
Time Serwvers (NTE)

Users

Tools
2dvanced

Reboot
Shutdown

2. Enter7 to select the Advanced option.
3. Press theEnterkey to selectOK.

The Main Menu for the Advanced configuration displays.

Main Menu
Select one of the following modules:

OCSP Client Certificate Auth
Preshared Key

Recovery Utility

SNMFP Administration

5SH Configuration

Static Hosts

Vidyo Support
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3. Configuring Your Server via the System Console

4. Enter3 to select the Preshared Keyoption.
5. Press the Enterkey to selectOK.
The Preshared Key Menu displays.

Preshared Key Henu
Current Key: Default

| [llGenerate
2 Import
=5 Export
4 Default

6. Enter4 to select the Default option.
7. Press theEnterkey to selectOK.

The Confirmwindow displays.

Confirm
Are you sure you want to revert to the default key?
Are you sure?

8. Press theEnterkey to selectYes.
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Running the Recovery Utility

The recovery utility enableg/ou to take snapshots of your system, restore the snapshots, delete
the snapshots, and restore the factory default.

Taking Snapshots

A maximum of two user snapshots are allowedThis limitation does not include snapshotghat are
automatically generated ypon upgrading your VidyoGateway(e.g., VidyoUpdate) When two user
shapshots already exist and the user attempts to take a new one, thiollowing message will
display:

Message
There are already two user snapshots. Please delete an
existing snapshot before attempting to take a new one.

For more information about deleting snapshots, seeeleting Snapshots

To take snaphots:
1. Login to the System Console.

For more information, seeLogging in to the System Console and Changing the Default
Password.
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3. Configuring Your Server via the System Console

The Main Menu displays.

Main Menu
Select one of the choices:

Informatior

Hostname / Domain
Production Interface
Management Interface
Time Serwvers (NTE)

Users

Tools
2dvanced

Reboot
Shutdown

2. Enter7 to select the Advanced option.
3. Press theEnterkey to selectOK.

The Main Menu for the Advanced configuration displays.

Main Menu
Select one of the following modules:

FIES Mode

OCSP Client certificate Ruth
Preshared Key

Recovery Utility

SNMP Administration

55H configuration

Static Hosts

Vidyo Support

98



3. Configuring Your Server via the System Console

4. Enter4 to select the Recovery Utilityoption.
5. Press theEnterkey to selectOK.

The Recover Utility Main Menu displays.

Main Menu
Select one of the choices:

Restore Snapshot

I ake Snapshody
R
[ Delete Snapshot

Factory REestaore

6. EnterSto select the Take Snapshotoption.
7. Press theEnterkey to selectOK.

The Confirmwindow displays.

Contirm

By proceeding. the system will snhapshot the state of the

disk,
Are you sure?

8. Press theEnterkey to selectYes.
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The Namewindow displays.

Hame
Flease enter a 2-12 alphanumeric name for this snapshot,

lRecnveryPT

<Cancel=

9. Enter a name for the snapshot.
The name must be from two to twelve alphanumeric characters in length.
10. Press the Enterkey to select OK.

The Descrijptionwindow displays.

Description
Flease enter a description for this snapshot,

{Recnverybesc

=Cancel~

11. Enter a description for the snapshot.

12. Press theEnterkey to select OK.
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A message displays stating o0Snapshot successfu

Message

Snapshot successful.

13. Press theEnterkey to select OK.

Restoring Snapshots
Torestore smaphots:
1. Login to the System Console.

For more information, seeLogging in to the System Console and Changing the Default
Password.

The Main Menu displays.

Main Menu
Select one of the choices:

Information

Hostname / Domain
Production Interface
Management Interface
Time Serwvers (NTE)

Users

Tools
2dvanced

Eeboot
Shutdown

2. Enter7 to select the Advanced option.
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3. Configuring Your Server via the System Console

3. Press theEnterkey to selectOK.

The Main Menu for the Advanced configuration displays.

Main Menu
Select one of the following modules:

FIPS Mode

OCSP Client Certificate Auth

Preshared Key
Recovery Utility
SNMP Administration
S55H Configuration
Static Hosts

Vidyo Support

4. Enter4 to select the Recovery Utilityoption.
5. Press theEnterkey to selectOK.
The Recover Utility Main Menu displays.

Hain Menu
Select one of the choices:

Take Snapshot

Delete Snapshot

Factory Restore
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6. EnterRto select the Restore Snapshotoption.
7. Press theEnter key to selectOK.
The Restore Snapshotvindow displays.

Restore Snapshot
Select a snapshot to restore:

2016-02-16
2016-02-17

8. Select the snapshot you want to restore.
9. Press theEnterkey to select OK.

To ensure that you have selected the correct snapshot, a message displays stating
O0Description of tohe demsapsdtpdti:on[Jsmapsh

10. Press theEnterkey to select OK.

A Messagewindow displays listing the Vidyo applications on the snapshot as well as the
version number of each application.

Hessage
Widyo applications on the snapshot:
WidyoCLI: B.0.1
WidyoConsole: ©.8,1
WidyoDiaghnostics: 2.0.0.4
WidyoFIPS: 0,0.1
Widyobateway: 3.3.0,32
WidyoGbatewaylLegacyImport: @,0,1
WidyoHAMai1l: 1.@.0

YidyoFlatform: 1.0.0
YidyoFlatformlegacylImport: 0.0.1
YidyoRecovery: ©,08,1
YidyoSupport: 0.0.1
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3. Configuring Your Server via the System Console

11. Press theEnterkey to select OK.

The Confirmwindow displays.

Confirm
By proceeding., the snapshot created on 2015-10-16
OE:46:49 will be restored and the system will reboot
automatically.
Lre you sure?

12. Press theEnter key to select Yes.

Deleting Snapshots
To delete snaphots:
1. Login to the System Console.

For more information, seeLogging in to the System Console and Changing the Default
Password.

The Main Menu displays.

Main Menu
Select one of the choices:

Information

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
Ldvanced

Eeboot
Shutdown

2. Enter 7 to select the Advanced option.
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3. Configuring Your Server via the System Console

3. Press theEnterkey to selectOK.

The Main Menu for the Advanced configuration displays.

Main Menu
Select one of the following modules:

FIPS Mode

OCSP Client Certificate Auth

Preshared Key
Recovery Utility
SNMP Administration
S55H Configuration
Static Hosts

Vidyo Support

4. Enter4 to select the Recovery Utilityoption.
5. Press theEnterkey to selectOK.
The Recover Utility Main Menu displays.

Hain Menu
Select one of the choices:

Take Snapshot
Restore Snapshot
Delete Snapsho

Factory Restore
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3. Configuring Your Server via the System Console

6. EnterDto select the Delete Snapshot option.
7. Press theEnterkey to selectOK.
The Delete Snapshotwindow displays.

Delete Snapshot
Select a snapshot to delete:

2016-02-16
2016-02-17

8. Select the snapshot you want todelete.

9. Press theEnterkey to select OK.

To ensure that you have selected the correct snapshot, a message didays stating

oDescription of the

10. Press theEnterkey to select OK.

A Messagewindow displays listing the Vidyo applications on the snapshot as well as the

version number of each application.

Hessage
Yidyo applications on the snapshot:
WidyoCLI: 8.0.1
WidyoConsole: ©.8.1
WidyoDiaghostics: 2.0.0.4
WidyoFIFS: 0,0,1
WidyoGbateway: 3.3.0,32
WidyoGbatewaylLegacyImport: @.0.1

WidyoHAMail: 1.0.0
WidyoFlatform: 1.0.0
WidyoFlatformLegacyImport: ©.08.1
WidyoRecovery: @.0.1
WidyoSupport: ©.8.1

snapshot

[ snapshot
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3. Configuring Your Server via the System Console

11. Press theEnterkey to select OK.

The Confirmwindow displays.

Confirm
Ey proceeding, the snapshot created on 2815-1@-12
21:12:07 will be permanently deleted.
Are you sure?

< Yes = < No

12. Press theEnterkey to selectYes.

A message displays stating o0Snapshot successfu

13. Press theEnterkey to select OK.

Performing a Factory Restore
To perform a factory restore:
1. Login to the System Console.

For more information, seeLogging in to the System Console and Changing the Default
Password.

107



3. Configuring Your Server via the System Console

The Main Menu displays.

Main Menu
Select one of the choices:

Informatior

Hostname / Domain
Production Interface
Management Interface
Time Servers (NTP)

Users

Tools
Bdvanced

Eeboot
Shutdown

2. Enter7 to select the Advanced option.
3. Press theEnterkey to selectOK.

The Main Menu for theAdvanced configuration displays.

Main Menu
Select one of the following modules:

OCSP Client Certificate Auth
Preshared Key

Recovery Utility

SNMFP Administration

5SH Configuration

Static Hosts

Vidyo Support
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3. Configuring Your Server via the System Console

4. Enter4 to select the Recovery Utilityoption.
The Recover Utility Main Menu displays.

5. EnterFto select the Factory Restoreoption.
6. Press theEnterkey to selectOK.

The Confirmwindow displays.

7. Press theEnterkey to selectYes.
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